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Abstract—Integrated circuits (ICs) are increasingly manufac-
tured in untrusted facilities, raising concerns regarding intel-
lectual property (IP) protection. Logic locking has emerged as
a solution to address these concerns by corrupting a circuit’s
functionality unless a correct secret key is applied. However, prior
work has shown that system-level phenomena can undermine
module-level locking strategies, motivating the need for system-
aware logic locking configuration. In this paper, we propose
DSMLock, a design space modeling algorithm that identifies
favorable logic locking configurations for arbitrary ICs by
simulating a small, carefully selected subset of the design space
to generate system-level predictive models. DSMLock efficiently
identifies promising solutions that meet arbitrary, designer-
specified security goals with minimal power/area overhead. To
evaluate the proposed algorithm, we perform two experiments.
First, an exhaustive simulation of the considered logic locking
design space for a RISC-V ALU demonstrated that our models
achieved an average R2 > 0.99 across all design objectives
and identified a locking configuration within 96% of the global
optimum after simulating less than 3.6% of the design space.
Second, when comparing DSMLock against three module-level
locking approaches for a RISC-V processor and an APRSC
communication interface, we evaluated two cost functions: power-
focused and area-focused. Under the power-focused cost function,
DSMLock achieved average power reductions of 42.4% and 6.0%
for the locked modules in the RISC-V and APRSC designs,
respectively. Under the area-focused cost function, DSMLock
achieved average area reductions of 6.1% for the RISC-V locked
modules and 3.3% for the APRSC locked modules. Moreover,
of the 3 evaluated locking approaches, DSMLock was the only
approach to meet all specified design objectives across both design
objectives for all test cases.

Index Terms—DSMLock, Logic Locking, Design Space Explo-
ration (DSE), Design Space Modeling (DSM)

I. INTRODUCTION

INCREASING costs and complexity for integrated circuit
(IC) manufacturing, particularly at advanced process nodes,

coupled with pressure to reduce time-to-market, has led to the
widespread adoption of untrusted facilities for manufacturing
and testing. However, such an approach raises significant
concerns regarding IP rights violations by these untrusted
facilities, posing substantial financial risks [1]. Such supply
chain security challenges are referred to as the untrusted
foundry problem [2].

Logic locking was developed to mitigate security concerns
related to the untrusted foundry problem by locking the true
functionality of modules containing high-value IP behind a
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secret key [3]. An incorrect key results in errors that alter the
module’s functionality, thereby preventing unauthorized use.
A sizable amount of work on logic locking explores these
schemes through a module-level lens, relying on the assump-
tion that errant functionality in a module is sufficient to protect
unauthorized IP use [4]. However, recent studies have shown
that such assumptions are often limited in practice [5]–[7]. For
example, system-level phenomena, such as error resilience and
input space utilization, may diminish the security provided by
logic locking implemented at the module level when an IC
is considered as a whole [5]. This prompted a shift towards
architecture and system-level logic locking implementations,
including gate-level constructions with architectural evalua-
tions and HLS strategies [8], [9]. Despite such high-level
locking approaches, most research relies on the assumption
that a designer has a pre-configured locking scheme for the
design and must only consider optimizing security and attack
resilience. This is a non-trivial assumption that substantially
impacts design goals (e.g., power, area, etc.) [4].

In this work, we aim to address this problem, exploring
how to best configure system-level logic locking in an IC to
meet system objectives. Our work focuses on the following key
design challenge: given a list of modules containing critical IP
that must be protected and an arbitrary set of design objectives
(e.g., power and area budget, attack time, etc.), identify a set
of locking techniques, their corresponding key length, and the
modules they are implemented in to optimize for designer-
specified system design goals. Unfortunately, this design space
is not intuitive due to the many variables involved and the com-
plex interaction between these variables. Moreover, exhaustive
simulation or ad-hoc approaches to explore this design space
are infeasible. To overcome this, we propose design space
modeling (DSM) to construct mathematical models of the
locking design space from a small number of simulated
locking configurations. DSM has been successfully applied to
varied design space exploration (DSE) problems with complex,
multivariate design spaces [10], [11]. This leads to our primary
goal: to develop a DSM algorithm to model the system-level
design space for logic locking and employ these models to
identify favorable logic locking configurations in arbitrary
ICs optimizing for designer-specified objectives.

A. Contributions

We propose DSMLock, a novel algorithm that integrates
DSE and mathematical modeling to optimize logic locking
configurations while balancing multiple designer-specified ob-
jectives such as area, power, and security. DSMLock employs
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Fig. 1. Potential threats at different stages of IC design and manufacturing life cycle. This figure is based on a figure from [12].

DSM to construct mathematical models to quantify the cost
and performance of different locking schemes. These models
are then used in a numerical optimization framework to
identify configurations that meet specific, designer-defined
objectives in a target system. For example, designers can
specify an objective such as minimizing area overhead subject
to a power consumption constraint, or they may set a security
target while allowing for minor trade-offs in power and area.
Our key contributions to this work include:

• We introduce a unified system-level security metric that
quantifies the underlying attack resilience and error rate
for an unauthorized user of a logic-locked IP.

• We propose a guided DSM algorithm to build math-
ematical models that relate locking configuration (e.g.,
key length, locking technique) to design objectives (e.g.,
power, area, security).

• We explore multiple initialization strategies to produce
DSMLock’s initial design space models. This allows
designers to tailor the modeling process and balance
computational cost with the solution quality.

• We propose a numerical optimization algorithm, based
on generalized simulated annealing (GenSA), to identify
promising logic locking configurations based on designer
goals. The proposed algorithm searches the entire design
space, which is exponentially larger than prior work that
used greedy assumptions to limit complexity [13].

• We make open-source the DSMLock framework that
builds design space models and identifies favorable lock-
ing configurations for arbitrary cost functions [14].

DSMLock assumes the locking technique and the cor-
responding gate-insertion/configuration algorithm are pre-
selected. DSMLock’s role is to build predictive models and
identify favorable locking configurations. To evaluate the fit
and predictive capability of the models generated by DSM-
Lock, we performed a small, exhaustive DSE simulation
of logic locking configurations in the ALU in a RISC-V
processor [15]. Our results indicate that the models produced
by DSMLock are highly predictive, modeling the power, area,
security, and SAT attack runtime of a locking configuration
with an average R2 > 0.99. Moreover, DSMLock identified
promising configurations that achieved 96% of the globally

optimal solution while simulating only 3.6% of the design
space. Further evaluations of DSMLock on a complete RISC-
V processor [15] and an APRSC communication interface [16]
using power and area focused cost functions. Compared with
conventional locking strategies [17]–[19], DSMLock’s locking
configurations reduced average power by 42.4% (RISC-V)
and 6.0% (APRSC) and average area by 6.1% (RISC-V)
and 3.3% (APRSC). Additionally, of the 3 evaluated locking
strategies, DSMLock was the only method that satisfied all
design constraints (area, attack time, security, and power) for
all considered scenarios.

II. PRELIMINARIES

High costs and increased complexity in modern IC design
have forced the semiconductor industry to increasingly rely on
third-party entities, a practice that introduces potential IP vio-
lations and financial risks. As shown in Fig. 1, such risks can
arise from various sources: rogue insiders at the design house
who gain unauthorized access to design assets (e.g., RTL,
netlist, layout), untrusted factories that reconstruct netlists
from manufacturing layouts for illicit reuse, and malicious
end-users who perform physical reverse engineering (e.g., de-
packaging and layout reconstruction). While many threats exist
in the IC supply chain, this work focuses specifically on
the untrusted foundry problem [4]. This threat is particularly
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challenging as designers have to disclose their designs to
external manufacturing parties through file formats like GDSII,
which can be reverse-engineered into a complete netlist [2].

A. Logic Locking

Logic locking addresses the untrusted foundry problem by
rendering IC functionality dependent on a locking key. A
block diagram for logic locking, along with a small example
circuit locked using a gate-level locking technique, is shown
in Fig. 2. This is achieved by adding extra primary inputs,
known as key inputs, which drive combinational logic within
a target module. If an incorrect key is applied, the module
produces erroneous outputs, derailing the target module’s
intended functionality and preventing unauthorized use [4].
The effectiveness of logic locking schemes can be evaluated
through two key metrics: error severity and attack resilience
[20]. Error severity refers to how well logic locking disrupts a
device’s function, typically measured by the fraction of inputs
that produce incorrect outputs for an invalid key. Attack re-
silience is the ability of the locking scheme to resist an attack.
A higher error severity typically means unauthorized users will
have more difficulty using unauthorized IP effectively, while
stronger attack resilience indicates the scheme is less suscep-
tible to automated attack methods such as SAT-based attacks
[21], [22]. Several state-of-the-art locking schemes include
stripped functionality logic locking (SFLL) [17], CASLock
[18], and others [3], [23]–[27]. While these schemes offer
important advances, they often face limitations when viewed
as part of a broader system, as discussed in Sec. III.

B. Design Space Exploration and Modeling

DSE systematically explores and identifies favorable design
configurations to meet designer-specific objectives, such as
performance, power, area, or security, from a large design
space [13], [28]–[31]. However, exhaustively exploring a vast
design space is often impractical due to computational con-
straints. DSM aims to address this challenge by constructing
mathematical models to estimate design objectives, enabling
efficient identification of promising design configurations [10],
[11], [13]. DSE and DSM have been widely adopted in
architectural design [13], [29], 3D IC [11], [32], and other

TABLE I
EXAMPLE SYSTEM-LEVEL DESIGN SPACE FOR LOGIC LOCKING.

RISC-V APRSC

Possible variable configurations

Locked
module:

ALU, Decoder,
Branch predictor

Adder, Limiter module,
Floating-point module,

Upper bound module, Accum-
ulator, Floating-point multiplier

Locking
technique: {SFLL [17], CASLock [18], SLL [19]}

Key
length (Bits): {0, 16, 32, 48, 64}

{3, 6, 8, 16, 32, 48, 64,
128, 256}

domains [30] to identify favorable design configurations from
a large design space.

DSM relies on statistical modeling to capture the complex
and non-intuitive relationships between design parameters
and system objectives [33], [34]. The complex interactions
between design objectives prevent analytical derivations, re-
quiring a data-driven approach for effective DSE [31], [35],
[36]. In this work, we employ several statistical modeling
techniques, including regression and analysis of variance
(ANOVA) to generate design space models for the logic-
locking configuration design space (see Sec. VI-C3).

C. Related Work

Prior work has explored high-level approaches (i.e., system
or architecture-level) to mitigate the untrusted foundry prob-
lem. These include secure scan-chains [37] and behavioral
locking techniques applied during high-level synthesis or at
the register transfer level [29], [38]. While these approaches
consider high-level security, they do not use logic locking.
This overlooks the body of work developing provably secure
and low-overhead logic locking. For example, the behavioral
locking used by TAO [39] is vulnerable to SAT-based attacks,
whereas modern logic locking techniques [17], [18], [20] are
resilient against such attacks. Several studies have explored the
role of logic locking in system security [8], [9], [40]. However,
these approaches generally assume that designers have already
selected and implemented specific locking techniques and their
primary focus is on fine-tuning locking configurations within
a module to optimize security goals. In contrast, in this work,
we consider a broader problem where a designer has only
specified modules containing critical IP to be locked and
the design constraints/goals to be satisfied with the locking
solution, rather than predefining specific locking techniques
or specific configurations as is done in previous work [5], [8],
[9], [17], [18], [20], [40].

D. Threat Model

We consider an untrusted foundry adversary who aims to use
the IC in an unauthorized manner. They can take any strategy
using:

1) A locked IC netlist from GDSII reverse-engineering [2].
2) An activated, black-box oracle IC from testing facilities

or the open market that can be queried with arbitrary
inputs.

A defense must 1) resist attacks against locking (e.g., SAT
attack [21]); and 2) inject enough error to stop unauthorized
IP use for a wrong key. This model is consistent with prior
work [17], [18], [20], [41]. We note that DSMLock is threat-
model-agnostic. This oracle-equipped attacker in selected only
for the evaluation in Sec. VI. Alternative threat models (e.g.,
oracle-less) can be considered by selecting suitable attacks for
model generation.

III. MOTIVATION AND PROBLEM FORMULATION

DSE aims to identify a favorable configuration of m deci-
sion variables (degrees of freedom) that optimizes n objective
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values [34]. DSM addresses this DSE problem by introducing
a fitness function, f(m), which maps each m-dimensional
variable configuration to an n-dimensional objective vector in
the solution space (i.e., a prediction for the n objective values).
This fitness function can be used with optimization strategies
(e.g., GenSA) to identify promising candidate solutions that
optimize for arbitrary, designer-specified objectives.

In this work, we apply DSM to address the system-level
logic locking configuration problem. Specifically, we formal-
ize the design space as an m-variable system, where each
of the m variables corresponds to a particular locking choice
in a “candidate module” (i.e., a critical IP block). Because
each module can use different locking techniques with varying
key lengths, the total number of possible configurations grows
exponentially. For instance, Table I shows a RISC-V processor
with three critical modules, each supporting three locking
schemes and key lengths of |k| = {0, 16, 32, 48, 64}. Even this
relatively small example yields (53)3 = 1, 953, 125 possible
configurations. Exhaustively simulating each possibility is
therefore computationally infeasible, underscoring the need for
a systematic exploration framework.

Based on the m-variable locking configuration, we explore
the use of DSM to quantify a set of n objective values. In
this work, each m-variable locking configuration is evaluated
according to four critical objectives: (1) system security (see
Sec. IV-A), (2) SAT attack runtime, (3) power overhead, and
(4) area overhead1. These objective values are selected because
they are commonly used to assess logic locking techniques
in prior work [17]–[19]. However, they are selected without
the loss of generality as any set of objective values could be
selected by the designer based on their design goals. Finally,
an arbitrary cost function, specified by the designer, must
be defined to aggregate the objective values into quantifiable
design goals (e.g., minimizing power subject to an area and
security constraint).

IV. SYSTEM SECURITY METRIC FORMULATION

Principled system design requires quantifiable design ob-
jectives. As such, an effective DSM approach requires a
quantifiable metric to systematically assess different locking
configurations for their security. However, prior studies often
rely on either qualitative assessments [8], [41] (for example,
“restrict unauthorized use”) or module-level metrics [18] that
do not capture the system-wide security implications of a
locking scheme. To address this limitation, we introduce the S-
Metric, a unified measure that accounts for both the frequency
and severity of locking-induced errors. Capturing both how
often errors (i.e., error frequency) occur and how damaging
they are (i.e., error sensitivity) ensures a more holistic under-
standing of how well the locking scheme deters unauthorized
use, whether through many small disruptions or fewer but
more harmful ones. The S-Metric is formally defined in Eq.
1, providing a quantitative assessment of security effectiveness
at the system level.

1While timing (i.e., performance) could serve as an additional metric, we
assume the designer is unwilling to degrade clock frequency for locking.
Hence, all designs are subject to a fixed clock constraint and timing is excluded
as an objective.
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Fig. 3. Method to quantify proposed security metric (S).

S −Metric =
inputs per observed error (Ie)

inputs until recovery (Ir)
(1)

The inputs per observed error (Ie) metric is the average
number of input patterns required to trigger an observable out-
put deviation on average. This value indicates how frequently
errors occur under incorrect input keys and is measured at
the system output during simulation. By capturing outputs at
a system level, our approach naturally includes the effects of
error resilience mechanisms such as masking and redundancy,
which can delay or obscure errors. This differs from module-
level locking implementations, where outputs are collected at
the module output, nullifying any possibility of error masking.
At the system level, the effects of error resilience become
important as an error introduced in one module might later
be masked or mitigated by downstream components. The
inputs until recovery (Ir) metric represents the number of
subsequent input cycles required for the system to restore
correct functionality after an erroneous output, reflecting the
severity of locking-induced errors while incorporating factors
like module importance. Together, these metrics define the
S-Metric, where a lower value implies stronger security,
as it indicates more frequent and persistent errors that
increase the difficulty of unauthorized operation. Note that
this approach is similar to the system-level security metrics
proposed in [5]. However, in this work, we produce a single,
unified security metric for locking that can be optimized.

A. Measuring the System Security Metric (S)

The proposed S-Metric depends on the specific inputs ap-
plied to the IC, the chosen locking configuration, and the char-
acteristics of the locked system. Consequently, the proposed
S-Metric is unique per design and requires to be evaluated on
a per-design basis. To achieve this, we propose a measurement
framework in which two functional simulations of the IC run
in parallel: one with the correct key and one with a random
incorrect key (see Fig. 3). Both simulations receive the same
sequence of inputs, and their outputs are compared within
a designated compare window each cycle. Any discrepancy
indicates that locking-induced errors have caused the locked
and unlocked designs to diverge functionally, which constitutes
a critical error.

Once a divergence is detected, the framework tracks how
many input cycles elapse before the locked system’s outputs
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once again match those of the unlocked system. The time to
realign is recorded as the inputs-until-recovery (Ir), reflecting
the severity of the error. Meanwhile, the number of input
cycles required to first observe each error is recorded as
the inputs per observed error (Ie), indicating how frequently
discrepancies arise. With enough cycles, when circuits exhibit
identical output indicating recovery, the two output traces are
re-synchronized to reset the compare window, and the simu-
lation continues, effectively resolving the error. By repeating
this process, we can measure the system-wide S-Metric for
arbitrary locking configurations across a broad range of ICs.

V. OVERVIEW OF DSMLOCK ALGORITHM

The proposed DSMLock algorithm efficiently explores the
system-level logic locking design space to identify high-
quality logic locking configurations capable of optimizing
for designer-specified objectives. It builds predictive models
from a small sample of simulated configurations to estimate
quantifiable design metrics. These models then guide the
search toward regions likely to yield high-quality locking
solutions.

DSMLock requires two inputs: an m-variable system-level
locking design space and a designer-specified cost function re-
flecting predefined system goals and constraints. In this work,
for each lockable module, DSMLock defines two variables:
(1) the locking technique used and (2) the key length for
that chosen technique. The designer-specified cost function
then formalizes the system-level goals and design requirements
for an effective logic-locking configuration for the system.
For example, a design objective could be to minimize power
overhead while satisfying constraints on area utilization, SAT
runtime, and the S-Metric. Upon termination, DSMLock re-
turns two outputs: 1) a design space model, a function f(m),
which estimates four critical objective values (system-level
security metric (S-Metric), SAT runtime, power, and area)
for any m-variable locking configuration; and 2) a predicted
favorable locking configuration derived from these models
based on the designer-specified cost function.

We demonstrated the complete DSMLock algorithm through
a block diagram as in Fig. 4. The proposed DSMLock algo-
rithm first collects η initial design space points. Depending on
the designer’s preference, these points may be chosen either
uniformly or at random from the design space (see Sec. V-A).
Regression functions are then used to generate a model from
this data. We outline the specific regression functions and how
they were selected in Sec. V-B. The regression model predicts
the objective values for the locking solutions, facilitating
comparison between simulation results and model estimates
from exhaustive simulation to assess accuracy. The stopping
criteria are then evaluated to terminate modeling if model
accuracy is above a threshold or if the design space becomes
oversampled, risking overfitting (see Sec. V-E). If termination
conditions are not met, the algorithm identifies a region of
interest (ROI) based on the model and the designer-specified
cost function, highlighting promising areas for favorable de-
sign configurations (see Sec. V-C). DSMLock then selects the
additional design space points from this ROI uniformly or at
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Fig. 4. Overview of proposed overall algorithm.

random according to the designer’s initial sampling approach
and simulates each candidate locking configuration to measure
each design objective (see Sec. VI-A). The model is then
re-generated with these added data points, and the process
continues until the stopping criteria are met. Upon termination,
the algorithm delivers two outputs: the final design space
model, f(m), and possible favorable locking configurations.
The algorithm has been made open-source [14]. The details
of each block in Fig. 4 are discussed for the remainder of this
section.

A. Initial Sampling of Design Space

Creating an effective initial model requires balancing over-
sampling, which can lead to longer runtime and overfitting,
and under-sampling, which may produce a model too poor
to guide further simulation. To generate the initial model, we
consider two possible strategies: uniform or random sampling
of the design space, based on both theoretical considerations
and the experimental results presented in Sec. VI-C2. Uniform
sampling (i.e., equally spaced points) yields consistent and
repeatable results in a single run. However, it may occasionally
miss certain promising areas if the sampling grid aligns
unfavorably with the design space. Random sampling, on the
other hand, can sometimes discover high-quality solutions not
covered by a uniform grid, though it has higher variance and
may require multiple runs to achieve stable outcomes. Finally,
the number of simulated points used to generate initial models,
defined as η, is left to the user as design space complexity may
vary widely by design, locking scheme, or other application-
specific context.

B. Building Models and Regression Functions

A suitable regression function is essential for accurately
modeling the design space based on the design objectives
(i.e., the cost function). To identify an effective regression
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function for each objective, we evaluated multiple candidates
(i.e., Smoothing Spline ANOVA (SSANOVA) [42], linear
regression, logistic regression, polynomial fitting, and expo-
nential models) by constructing models on small subsets of
design space and assessed their predictive accuracy through
an exhaustive characterization process (see Sec. VI-C3). Here,
we avoid higher-capacity machine learning models (e.g., deep
neural networks, decision trees) as their training would require
substantially larger labeled datasets. Because each data point
corresponds to a comprehensive synthesis and security evalu-
ation of a locked design, which takes hours per instance, such
data volumes are impractical to obtain. For each objective, we
select the regression function that yields the highest predictive
accuracy (i.e., R2 value), recognizing that different objectives
may favor different models.

1) Power, Area, and S-Metric Models: For power, area,
and S-Metric objectives, SSANOVA outperformed all other
evaluated regression functions in the RISC-V ALU (see Sec.
VI-C3), achieving an average R2 > 0.99 after simulating only
3.6% of the design space (see Section VI-C4). Consequently,
we have adopted SSANOVA [42] to produce models for these
three design objectives. SSANOVA fits smoothing splines
(piece-wise cubic functions) to a dataset using the analysis
of variance (ANOVA) method [42]. ANOVA is a statistical
technique that analyzes the underlying sources of variance in
a population and generates a model as a function of descriptive
properties. An SSANOVA model, f(m), is represented as a
function of independent variables m = {m1,m2, ...,mn} as
depicted in Eqn. 2 [42]. Each unique subset of these variables
is called a term, whose order corresponds to the number of
variables in that subset. SSANOVA represents each term as a
smoothing spline, {f1, ..., f1,2,...,n}. The final model, f(m),
is the sum of all smoothing splines.

f(m) = c+

n∑
i=1

fi(mi) +

n∑
i=1

n∑
j=i+1

fi,j(mi,mj) + · · ·

f1,2,...,n(m1,m2, . . . ,mn) + ϵ (2)

To create system-level models, we propose an iterative,
dependency-aware approach in which SSANOVA refines out-
put functions for each design objective. DSMLock begins with
a baseline model, that includes only main (first-order) effects,
then iteratively evaluates the fit for multiple candidate models
at each step (see Fig. 5). Unlike standard stepwise methods,
which only add or remove one term at a time [13], this
approach evaluates multiple candidate models in each iteration
and accepts any change (addition, removal, or replacement of
terms) that improves R2. Each candidate model’s adjusted R2

is computed via a randomly selected set of validation points
and adopts the current best model. The process repeats until no

further modifications improve in R2. In the end, SSANOVA
outputs a model that captures complex relationships among
variables consisting of only first and second order terms.

2) SAT Attack Runtime: Many locking schemes are de-
signed to resist SAT attacks [17], [18], [20], making exhaustive
simulations to quantify SAT runtime computationally infeasi-
ble for many locking solutions. This limitation restricts the re-
gions of the design space available for empirical modeling. To
overcome this challenge, we adopt an alternative approach for
runtime modeling that leverages prior theoretical derivations
of SAT attack complexity [20], [43]. We use these theoretical
results to guide our selection of a regression function for each
locking scheme. For example, the Anti-SAT locking scheme
[44] demonstrated that the number of SAT attack iterations
and, by extension, the runtime grows exponentially with key
length (in bits). Hence, an exponential regression function is
selected to model SAT runtime for the Anti-SAT scheme.

For modules utilizing multiple locking schemes, the total
SAT runtime is estimated as the sum of the individual runtime
models for each scheme. Prior work [7] demonstrated that in
compound locking, keys for SAT-weak schemes can usually be
extracted separately from other locking schemes. This suggests
that SAT runtime contributions from compound locking can be
treated additively. For example, to model the SAT runtime of
a module locked using three schemes SFLL [17], CASLock
[18], and SLL [19] with key k = (kSFLL, kCASLock, kSLL),
we define the regression function in Eqn. 3. The func-
tional form of each term (e.g., exponential, linear) is derived
from theoretical complexity analyses in [20], [43], while the
regression-derived constants (A, . . . , F ) are fitted to match
empirical data. In practice, (A, . . . , F ) are per combinational
module parameters learned from measurements on the target
module instance. They are not shared across modules or
designs. Because parameters are unique per module, circuit
topology/size is captured implicitly by the fitted coefficients.
This is important because the efficacy of locking and attack
strategies varies significantly with circuit topology, making
localized fitting necessary for accuracy.

SAT (k) = A∗2B∗|kSFLL|−C+D∗2E∗|kCASLock|+F ∗|kSLL| (3)

To adjust the constants in the SAT runtime model of Eqn. 3,
we measure runtime data by subjecting the smallest key-length
configurations (for each locking scheme) to a SAT attack, such
as the open-source attack from [21]. Since these smaller key
sizes yield lower SAT complexity, they are computationally
more feasible to simulate, enabling the effective measurement
of runtime to fit the model’s parameters. Meanwhile, theoreti-
cal derivations indicate that SAT runtime grows predictably
as key size increases, ensuring correct “tail” behavior for
larger keys without requiring exhaustive simulation. This SAT
runtime modeling strategy is evaluated through exhaustive
simulation in Sec. VI-C, where we demonstrate that it achieves
high accuracy (e.g., (R2 > 0.99)) for the evaluated circuit and
locking techniques, even at higher key lengths.
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C. Iterative Selection of Simulation Points

Near-optimal regions in the design space based on design
objectives are usually more important to a designer than those
farther away, which are less likely to produce a high-quality
solution. Hence, to efficiently navigate the large design space
posed by the logic locking configuration problem, DSMLock
performs directed simulation. Specifically, directed simulation
is performed by focusing additional simulation and updates to
the model towards predicted promising regions of the design
space. We refer to these predicted favorable regions of the
model as regions of interest (ROI). This ROI-based strategy
is similar to methods employed in DSM for 3D ICs [11]. By
generating additional simulation points within these promising
regions of the design space, the model becomes more accurate
in these regions.

The data points for model updates are selected as follows.
From the complete design space Ω, the designer aims to
discover a favorable configuration that meets specified ob-
jectives or cost functions. In this work, we consider four
main objectives: the S metric (S), the SAT runtime (T ), area
overhead (A), and power overhead (P ). Although we have
focused on these four performance metrics, the approach is
generalized and allows the designer to remove certain metrics
or add new ones, depending on the system requirements. To
formalize the directed simulation, we define the ROI using
Eqn. 4, shown below. Here, (Sd, Td, Ad, Pd) denote the values
of these four objectives for the current best design d. Then,
the ROI consists of all design points i ∈ Ω whose objective
values (Si, Ti, Ai, Pi) lie within a user-specified threshold Φ
= {ϕS , ϕT , ϕA, ϕP }. In each iteration, the algorithm selects
η points from the ROI that exhibit the best-predicted per-
formance. These points are simulated, and the resulting data
is used to update the model in the next iteration. We then
re-compute the ROI using the updated current best design
(Sd, Td, Ad, Pd) and repeat this loop until the search stops
improving. This ROI-focused sampling approach ensures fo-
cused exploration of the most promising regions in the design
space that meet the specified requirements. This ROI-based
approach is drawn from prior DSM work, such as [11], which
explores DSM for 3D-IC design.

ROI =

{
i ∈ Ω

∣∣∣∣ |Sd − Si| ≤ ϕS ∧
∣∣∣∣Pd − Pi

Pd

∣∣∣∣ ≤ ϕP

∧
∣∣∣∣Ad −Ai

Ad

∣∣∣∣ ≤ ϕA ∧
∣∣∣∣Ti − Td

Td

∣∣∣∣ ≤ ϕT

}
(4)

D. Optimization Techniques

To identify high-quality solutions while accounting for mul-
tiple design objectives and constraints, we adopt a heuristic ap-
proach using GenSA [45]. Unlike greedy approaches that opti-
mize each critical module separately [13], we apply GenSA for
the entire design space consisting of multiple modules. Hence,
DSMLock considers an exponentially larger design space
consisting of all valid locking solutions in a circuit, compared
to prior module-level locking methodologies [17]–[19] and
DSM-based locking approaches [13] which consider a small
subset of possible locking configurations. GenSA balances

local exploitation (improving upon the current solution) with
global exploration (escaping local minima) [45]. This ensures
module interactions are accounted for, enabling more effective
system-level optimization.

We reinforce GenSA’s search by incorporating penalty terms
into the designer-defined cost function, which helps enforce
constraints (e.g., area, security) and discourages infeasible
solutions while still exploring the design space for high-
quality configurations. For example, our objective function
focuses on minimizing power overhead and includes penalty
terms to discourage violations of critical constraints (e.g.,
maximum allowed security (S), area (A), or minimum SAT
runtime (T)). In a scenario, if a candidate design exceeds
any of the designer-specified limits (S > Smax, A > Amax,
T < Tmin, or K > Ktarget), GenSA imposes a large penalty
on its cost, making it less likely to be selected as the new
best solution. Although the example presented in this work
focuses on minimizing power, DSMLock is not restricted to
a specific optimization goal. In principle, the same penalty-
based formulation can be adapted to any designer-defined
key objective (e.g., minimizing area, maximizing security)
by simply redefining the cost metric and adjusting constraint
terms depending on application and designer needs. By com-
bining the user-defined cost function with penalty terms at
the optimization stage, DSMLock systematically balances the
exploration of promising configurations against the need to
discard those that break critical design limits. We define the
overall cost function with these weighted penalties as follows:

f(x) = αP (x) + β(Smax − S(x))2[if S(x) > Smax]+

γ(Amax −A(x))2[if A(x) > Amax]+

δ(T 3
min + T (x))[if T (x) < Tmin]+

ω[if |K| > Ktarget] (5)

Here, the coefficients α, β, γ, δ, and ω control the penalty
magnitudes for power, security, area, SAT runtime, and key
size, respectively.

E. Stopping Criteria

Stopping criteria determine when modeling halts. DSMLock
considers two possible stopping criteria. 1) A sufficient portion
of the design space was sampled to avoid model overfitting.
This is user-defined, however, for the evaluation (Sec. VI),
it is defined as 2% and 10% respectively for RISC-V and
APRSC design space. 2) The ROI converges (i.e., the same
η points are selected as the ROI in consecutive iterations).
Here, the number for the consecutive iterations can be set
by the designer depending on application requirements. Sim-
ilar ROI for consecutive iterations indicates that the model
has converged to a local minima. DSMLock also considers
a minimum exploration period selected by the designer to
prevent premature termination. Upon meeting the stopping
criteria, DSMLock halts model updates, identifies the location
of the favorable logic locking configuration for the design
using the generated design space model, f(m), and outputs
this configuration along with the design objective metrics.
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Fig. 6. (a) Overview of the DSMLock algorithm and simulation framework
developed to evaluate DSM for system-level locking configuration. (b) Esti-
mation of area and power using Synopsys Design Compiler, and SAT attack
runtime using the open-source SAT attack from [21].

VI. EXPERIMENTAL EVALUATION

We evaluate the proposed DSMLock algorithm through two
experiments using implementations of a RISC-V processor
and an APRSC communication interface [15], [16]. First,
we explore RISC-V ALU implementation. In this setup, the
design space for logic locking is sufficiently small to allow for
exhaustive simulation. This enables us to compare different
initial sampling methods (random vs. uniform) and regression
models and to benchmark DSMLock’s predictions against
the exhaustive baseline. Next, we extend our evaluation by
applying DSMLock to lock both the RISC-V processor and the
APRSC interface using a designer-specified cost function to
demonstrate the algorithm’s flexibility. Finally, we compare the
locking solutions produced by our model-based approach with
those obtained through a conventional module-level locking
method, highlighting differences in efficiency and security.

A. Experimental Setup and Simulation Flow

To evaluate DSMLock, we implemented the algorithm de-
scribed in Section V. We have outlined the overall DSMLock
infrastructure/flow developed for evaluation in Fig. 6. Each
component of this setup is described below.

1) Design Objective (Cost Function): The designer-
specified objective function (i.e., cost function) considered
for this study is defined by Eqn. 6 and 7. The first cost
function describes a scenario in which the designer aims
to identify a candidate locking configuration (x) from the
considered design space Ω that minimizes power overhead,
P (x), while satisfying other design objectives. In particular,
the area overhead, defined as Ao = Alock/Ano lock must not
exceed a predefined percentage of the original design (i.e.,
Ao(RISC−V ) = 3% and Ao(APRSC) = 10%), S-Metric must
remain at or below 10−4 to ensure security, and the SAT
attack runtime must exceed 7 days. The second cost function
(Eqn. 7) represents a similar scenario, where the designer
prioritizes minimizing area overhead A(x), while ensuring
the power overhead remains within 2% for both designs.
The security and SAT runtime constraints remain unchanged.
These constraints together define the feasible solution space

for DSMLock. However, we again note that DSMLock can
optimize for arbitrary designer-specified cost functions, as
described in Section V-D.

{x ∈ Ω|[Ao(RISC−V )(x) ≤ 3% ∨Ao(APRSC)(x) ≤ 10%]∧
S(x) ≤ 10−4 ∧ T (x) > 7 days ∧min(P (x))} (6)

{x ∈ Ω|[Po(RISC−V, APRSC)(x) ≤ 3%]∧
S(x) ≤ 10−4 ∧ T (x) > 7 days ∧min(A(x))} (7)

2) Weighted Penalty: DSMLock incorporates a penalty-
based mechanism within GenSA to enforce hard constraints
on four design variables: the security metric (S), area (A),
SAT runtime (T), and key size (K). When a candidate design
exceeds the designer-specified goal (see Sec. VI-A1), a large
penalty term is added to the objective function to discour-
age infeasible solutions while still allowing exploration near
constraint boundaries. The penalty weights were empirically
tuned to reflect their relative importance in meeting the system
design goals. In our case, minimizing power and area is
the primary optimization objective; however, without strict
constraints on key size and the S-Metric, the optimizer may
choose configurations that appear secure but introduce exces-
sive hardware overhead. Therefore, key size (ω) and security
metric (β) are assigned higher weights to enforce security
within acceptable cost, while power (α) and area (γ) are
allowed greater flexibility. SAT runtime (δ) is weighted lowest,
as the chosen locking techniques already ensure baseline SAT-
resilience. The weighted penalty-based approach effectively
discourages infeasible solutions while still allowing explo-
ration near constraint boundaries. The specific penalty values
used in this study are detailed in Eq. 8.

α = 104 (Power metrics weight)

β = 107 (S-Metric metrics weight)

γ = 104 (Area metrics weight)
δ = 1 (SAT time metrics weight)

ω = 1019 (Key size metrics weight)

(8)

3) DSMLock User-Specified Parameters: The initial models
for the DSMLock are created from η = 20 selected points
from the considered design space Ω. During each iteration, the
M = 5 points with the lowest predicted cost are selected from
the ROI to update the model. The ROI is defined using the radii
for security (ϕs = 3× 10−5), timing (ϕt = 0.02), area (ϕa =
0.05), and power (ϕp = 0.05). They define the acceptable
deviation from the predicted optimal values when selecting
candidate points for the next iteration, ensuring exploration of
the most promising design space regions.

4) Logic Locking Configuration: For evaluation, we se-
lected three logic locking schemes: SFLL [17], CASLock
[18], and SLL [19]. These schemes were selected to provide
a reasonable cross-section of locking strategies and present
different security/overhead tradeoffs. However, the framework
is technique-agnostic. Designers can incorporate any locking
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techniques, including LUT-based [46], [47], FPGA-embedded
approaches [48], [49], and RTL/HLS-based locking techniques
[23], [24], [40], provided their methodology and performance
metrics are available. We then construct a design space that
allows each module to be locked with the designer-selected
techniques and possible target key sizes. We note that this
design space considers multiple candidate locking techniques
implemented together, both within a single module and at
the system level. This formulation, detailed in Section III,
enables GenSA to explore the locking configuration design
space to identify high-quality locking configurations capable
of meeting design objectives. We implemented each locking
scheme with an automated code generator that follows each
technique as closely as possible to the approach outlined in
the respective work to provide a realistic implementation in
line with prior work [17]–[19].

5) System Security Metric (S): To estimate the S-Metric,
we applied 50,000 test inputs to the processor, as outlined
in Section IV-A. These test inputs were drawn from the unit
tests covering realistic operating scenarios for each RISC-V
and APRSC implementation [15], [16]. By subjecting both the
locked and unlocked designs to this same input sequence, we
systematically measured how frequently errors occurred (error
frequency) and how long it took to recover (error severity),
thereby quantifying S-Metric (see Eq. 1).

6) SAT Runtime: SAT attack runtime was calculated using
the open-source SAT attack in [21].

7) Power/Area Overhead: Power, area, and timing for each
circuit were measured with the Synopsys Design Compiler
using the Synopsys 32nm SAED library. All evaluated designs
were subject to a 100MHz clock constraint.

B. Robustness and Utility of the S-Metric

To demonstrate the robustness and utility of the proposed
S-Metric, we consider a scenario where approximate keys
with varying error rates are applied to a locked system.
This is representative of approximate attack strategies such
as appSAT [50] or Double DIP [51]. For this experiment, we
locked an ALU, implemented in a RISC-V core, and identified
approximate keys that achieve target output error rates of
e ∈ {0.5%, 1%, 5%, and 10%}. For each approximate key,
we applied 500,000 random input stimuli to the RISC-V core
and computed the module-level and system-level S-metrics,
and compared them against the average error rate baseline.

Table II represents the output mismatch rate and S-Metric
values at the module and system level with corresponding error
rate. For the ALU, due to being a combinational circuit, any

TABLE II
ROBUSTNESS OF THE S-METRIC UNDER VARYING ERROR RATE

Nominal
error (%)

Output Mismatch
(ALU) (%)

Output Mismatch
(RISC-V) (%)

S-Metric
(ALU)

S-Metric
(RISC-V)

0.5% 0.501 0.00 197.86 inf.

1% 1.01 0.00 97.79 inf.

5% 6.07 2.62 15.49 37.07

10% 23.01 20.81 3.35 3.81

injected error is highly likely to appear immediately at the
output. This is observed as the output mismatch rate closely
follows the nominal error rate. However, for lower error rates
(ϵ < 5%), at the system-level we see no erroneous outputs,
which makes the S-metrics undefined (reported as infinity).
This indicates that the ALU-level errors did not propagate
through due to the inherent error resilience of the larger pro-
cessor it resides in (e.g., pipeline and architectural masking).
Hence, the S-metric demonstrates that an approximate key
applied to the locking configuration with this corresponding
error rate will not effectively prevent unauthorized use of
the core, rendering it ineffective. As the error rate increases
(5%–10%), the system-level S-metric becomes finite and de-
creases, revealing the point at which system functionality
is meaningfully degraded. We note that at ϵ = 10%, we
observe a higher error rate for the ALU design than normal.
This happens because, in a stateful processor, it is possible
that erroneous ALU results corrupt the internal state of the
processor itself (e.g., a wrong program counter jump). As a
result, future cycles execute from that bad state, cascading into
further errors and driving the cumulative mismatch above the
injected error rate. These results support the robustness of the
S-metric compared to prior evaluation metrics, such as module
error rate, which are unable to capture the complex interactions
between locking-induced errors and the broader system that
impact security, particularly in the case of approximate keys.

C. Exhaustive Characterization

To begin our evaluation, we aim to assess the fit of the
models produced by the DSMLock algorithm. If the produced
models are not predictive of unseen regions of the design
space, they will not be effective in identifying favorable
locking configurations. To do so, we conducted an exhaustive
evaluation using a small test case where the entire design space
could be characterized. Specifically, we focus on securing a
RISC-V processor while considering ALU as the only critical
IP to be protected, with a key length of 64 bits (i.e., Ktarget =
64). This setup results in approximately 905 potential locking
combinations. Notably, even in this constrained test case, the
simulation ran for over 100 hours. This simulation time sup-
ports the impracticality of exhaustive design space exploration
and highlights the value of our model-driven optimization.

1) Experiment 1: Analysis of System-Wide Locking De-
sign Space: Figure 7 represents the variation of the S-
Metric, power, and area overhead across all possible locking
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Fig. 7. Exhaustive characterization of the logic locking design space for a
single locked module (RISC-V ALU).
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Uniform 
sampling

Fig. 8. Distribution of solution optimality achieved through random sampling,
and highlighting the uniform sampling baseline (red-dashed line)

configurations for a RISC-V-based ALU implementation with
a target key length of 64 bits. Based on these results, we make
two observations: 1) The figure highlights the complex and
non-trivial nature of the locking design space, even for a single
locked module. This suggests the challenge of identifying
favorable locking configurations in a design. 2) A majority
of locking configurations are far from optimal, emphasizing
the importance of locking configuration problems.

2) Experiment 2: Initial Design Space Sampling Method-
ology: For our DSMLock algorithm, we explored two possible
initial design space sampling methodologies (uniform and
random sampling) and measured the final solution quality
by comparing the DSMLock-produced configuration to the
globally optimal configuration (i.e., achieved through exhaus-
tive simulation). When using uniform sampling, a single run
yielded a final solution quality of approximately 96%. In
contrast, random sampling (repeated the experiment 110 times
to capture variance) yielded final solution quality ranging from
about 90% to 99%, with a large cluster around 94–95%, and
55% of these runs exceeding 95.74% (see Fig. 8). While ran-
dom sampling can occasionally find slightly better solutions,
it requires multiple runs to achieve stable results, thereby
increasing computational overhead. Since uniform sampling
provides consistently high solution quality in a single run, we
selected it for our subsequent evaluations.

3) Experiment 3: Model Fitting Performance Analysis:
Building on the modeling strategies introduced in Section V-B,
we conducted a comprehensive comparison of four model-
fitting approaches for an exhaustively characterized RISC-V
ALU with a 64-bit key budget. As summarized in Table III,
SSANOVA demonstrates the highest accuracy for DSMLock’s
S-Metric, Power, and Area models. While conventional re-
gression methods perform adequately for Power and Area,
they struggle to capture the more complex S-Metric. By
consistently achieving R2 > 0.99 across all three metrics,
SSANOVA proves to be the most robust approach and is thus
selected for subsequent evaluations.

TABLE III
R2 FOR DSMLOCK-PRODUCED MODELS IN THE RISC-V ALU.

Model S-Metric Power Area
SSANOVA 0.9990 0.9990 0.9980
Linear 0.7145 0.9112 0.8590
Polynomial 0.8164 0.9226 0.9180
Exponential 0.9126 0.9206 0.8589
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Fig. 9. Percent of design space simulated vs. the optimality of DSMLock-
identified locking solution in RISC-V ALU.

4) Experiment 4: DSM-Predicted Solution Quality: To
evaluate how DSMLock’s solution quality changes with in-
creasing design space coverage, we conducted an experiment
on a RISC-V–based ALU design (target key length of 64
bits). We define optimality as popt/ppred, where popt repre-
sents the power consumption of the best-known configuration
discovered through exhaustive simulation, and ppred denotes
the power consumption of the configuration predicted by
our DSMLock algorithm. In this context, values closer to 1
indicate promising performance. Fig. 9 plots the optimality
of DSMLock’s selected configurations against the percentage
of the design space explored. As DSMLock samples more of
the design space, solution quality generally improves because
additional data reduces model uncertainty and guides the
algorithm toward more effective configurations. Eventually,
performance gains diminish, highlighting the importance of
termination criteria to avoid excessive computation. In our
experiment, DSMLock reached its termination conditions after
sampling only 3.6% of the design space, identifying a configu-
ration that achieved 96% optimality while meeting all imposed
constraints as mentioned in Eqn. 6. The observation supports
DSMLock’s ability to discover promising locking solutions
with less simulation overhead than exhaustive methods.

5) Experiment 5: Relationship Between Key Size and
Design Overhead: To quantify the trade-offs between key
size and the design overhead (Area, Power, and S-metric),
we continued our simulation by exhaustively locking the
ALU of a RISC-V processor with 765 different locking
configurations, consisting of 3 locking techniques (SFLL,
CASLock, SLL) and multiple key lengths (i.e., Ktarget =
{8, 16, 24, 32, 40, 48, 56}). Figure 10 shows the complex re-
lationship between key length and the measured overheads
of the candidate locking configurations. Here, red markers
connected by a blue line indicate the sample mean for each
metric and key size, while the orange vertical bars show the
min–max envelope. When grouping the data by key size, it
becomes evident that increasing key length generally increases
design overhead. However, the results show that there is
substantial variance among locking configurations such that
key length and design overhead cannot be easily related to
one another. These results suggest that key size alone is not
a reliable predictor of overhead or security, which motivates
our DSMLock modeling-based, system-aware DSE.

D. Generalization to Alternative Attack Strategies
DSMLock is proposed as a threat-model-agnostic tool to

configure locking in arbitrary designs. To be effective under
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Fig. 10. Relationship between locking key size and (a) Area, (b) Power, and (c) S-Metric. The red circles denote the mean across locking configurations and
orange vertical bars show the min–max range. The substantial inter-key overlaps indicate that key size alone is not a reliable predictor of overhead or security.

multiple threat models, DSMLock must accurately model
varied attack strategies (i.e., it must generalize). To evaluate
this, we considered the SWEEP attack [52], a structural oracle-
less modeling attack, and evaluated whether DSMLock can
produce a representative model that predicts its efficacy on
RISC-V processor benchmark. To do so, we ran SWEEP on
all 765 generated locking configurations of the exhaustively
characterized RISC-V ALU with a 64-bit key budget, then
used DSMLock to iteratively fit a model predicting SWEEP
efficacy. Figure 11 shows the model’s R2 versus the percent of
the design space sampled. Based on these results, DSMLock
achieved R2 > 0.94 after sampling only 3% of the design
space. This indicates that DSMLock can accurately model
attacks under alternative threat models, supporting the gen-
eralizability of the proposed modeling algorithms.
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Fig. 11. Percent of design space simulated vs. the R2 for DSMLock-generated
model of SWEEP attack efficacy.

E. Full-System Evaluation

In this section, we consider a complete system-level locking
configuration problem, where we secure the entire RISC-
V core and APRSC interface [15], [16]. For both cases,
the critical IP modules to be locked are listed in Table I.
We have assigned a key length target of 160 bits for both
systems and applied our proposed DSMLock algorithm to
identify favorable locking configurations under two objective
functions: a power-based cost function (Eqn. 6) and an area-
based cost function (Eqn. 7). For comparison, we also imple-
mented conventional module-level locking by selecting and
applying three candidate logic locking schemes (SFLL [17],
CASLock [18], and SLL [19]) to each module as described
by the authors. To assess solution quality, we compare the
locking solutions using four design metrics along with the
cost functions outlined in Sec. VI-C.

1) Results and Analysis: Tables IV and V summarize the
S-Metric, SAT runtime, total area, and power for each logic-
locking approach under both power and area-based objective
functions. Cells highlighted in green indicate that designer-
specified constraints are satisfied, while red cells indicate
failure to do so. We make the following observations based
on these results:

Constraint Satisfaction: DSMLock meets all design con-
straints across both the RISC-V and APRSC designs for both
cost functions. This is expected because traditional approaches
typically optimize for module-level goals rather than system-
level objectives.

TABLE IV
DESIGN OBJECTIVES FOR RISC-V LOCKING CONFIGURED BY DSMLOCK COMPARED TO CONVENTIONAL LOCKING APPROACHES. FOR THE

POWER-FOCUSED COST FUNCTION, THE MAXIMUM ALLOWABLE AREA = BASE AREA × 1.03 = 6028.96, µm2 × 1.03 = 6209.83, µm2 . FOR THE
AREA-FOCUSED COST FUNCTION, THE MAXIMUM ALLOWABLE POWER = BASE POWER × 1.03 = 900.9226µW × 1.03 = 927.95µW

Power Based Cost Function Area Based Cost Function
DSMLock
(RISC-V)

SFLL
[17]

CASLock
[18]

SLL
[19]

DSMLock
(RISC-V)

SFLL
[17]

CASLock
[18]

SLL
[19]

S-Metric 2× 10−5 10000 10000 2× 10−5 S-Metric 4× 10−6 10000 10000 2× 10−5

SAT
Runtime (s)

4.22× 1028 1.89× 1031 3.78× 109 72
SAT

Runtime (s)
5.59× 109 1.89× 1031 3.78× 109 72

Area
(µm2)

6179.14 5967.71 6369.88 6325.62
Area

(µm2)
5837.78 5967.71 6369.88 6325.62

Power
(µW )

554.73 1270.37 890.38 829.39
Power
(µW )

499.454 1270.37 890.38 829.39
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TABLE V
DESIGN OBJECTIVES FOR APRSC LOCKING CONFIGURED BY DSMLOCK COMPARED TO CONVENTIONAL LOCKING APPROACHES. FOR THE

POWER-FOCUSED COST FUNCTION, THE MAXIMUM ALLOWABLE AREA = BASE AREA × 1.10 = 25, 628.74µm2 × 1.10 = 28, 191.61, µm2 . FOR THE
AREA-FOCUSED COST FUNCTION, THE MAXIMUM ALLOWABLE POWER = BASE POWER × 1.03 = 34276.3678µW × 1.03 = 35304.658µW

Power Based Cost Function Area Based Cost Function
DSMLock
(APRSC)

SFLL
[17]

CASLock
[18]

SLL
[19]

DSMLock
(APRSC)

SFLL
[17]

CASLock
[18]

SLL
[19]

S-Metric 5.6× 10−5 3332.07 1000 2× 10−5 S-Metric 4× 10−6 3332.07 1000 2× 10−5

SAT
Runtime (s)

6.35× 109 2.8× 109 2.31× 1010 44
SAT

Runtime (s)
4.78× 1011 2.8× 109 2.31× 1010 44

Area
(µm2)

27476.81 29253.11 27984.58 28918.08
Area

(µm2)
27753.237 29253.11 27984.58 28918.08

Power
(µW )

35149.77 38511.76 36075.98 36914.72
Power
(µW )

35293.7473 38511.76 36075.98 36914.72

Power Efficiency: For the power-based cost function, the
DSMLock-identified locking configuration requires 42.4% less
power for RISC-V and 6.0% less power for APRSC than
the solutions identified by conventional locking approaches
on average. For the area-based cost function, the DSMLock-
identified locking configurations are lower power than the con-
ventional locking approaches for both RISC-V and APRSC-
based implementations. Hence, in both designs, DSMLock
consistently achieves lower power overhead than the conven-
tional module-level locking benchmark strategies.

Area Efficiency: For the power-based cost function, the
DSMLock-identified locking configurations are lower than
the conventional locking approaches for both RISC-V and
APRSC-based implementations. For the area-based cost func-
tion, the DSMLock-identified locking configuration requires
6.1% less area for the RISC-V and 3.3% less area for the
APRSC than the solutions identified by conventional locking
approaches on average. Hence, in both designs, DSMLock
consistently achieves lower area overhead than the conven-
tional module-level locking benchmark strategies.

These results indicate that our DSMLock algorithm outper-
forms the three evaluated conventional locking strategies by
identifying solutions that meet system-level design objectives
while substantially reducing target overhead constraints.

VII. CONCLUSION

We propose DSMLock to generate system-level models of
the logic-locking design space for arbitrary IC by simulating
only a small subset of the design space. Through selective
sampling and simulation, DSMLock builds accurate predictive
models that guide subsequent exploration, identifying promis-
ing locking solutions under designer-specified constraints on
security, attack resilience, area overhead, and power. To evalu-
ate DSMLock, we compare DSMLock-generated locking con-
figurations against three module-level locking approaches for
a RISC-V processor and an APRSC communication interface.
Under a power-focused cost function, DSMLock achieved
average power reductions of 42.4% and 6.0% for the locked
modules in the RISC-V and APRSC designs, respectively.
Under an area-focused cost function, DSMLock achieved
average area reductions of 6.1% for the RISC-V locked
modules and 3.3% for the APRSC locked modules. These
results demonstrate DSMLock’s ability to model the complex

logic locking design space and identify high-quality locking
configurations that optimize for designer-specified objectives.
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