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Abstract—Secure silicon requires seamless integration of new
tools, new IP, and design flows to help designers protect in-
tegrated circuits from increasingly sophisticated attacks. Inde-
pendent Validation and Verification (IV&V) of this integrated
technology is important to ensure that the tools actually deliver
on their security claims when used by independent parties (i.e.,
people who were not involved in designing the tools). This work
discusses the principles and approaches for IV&V of such a
complex design environment, including validation of the security
strength of the various hardware security techniques, such as
combinational and sequential logic locking, Trojan Detection,
side-channel mitigation, and blockchain-based asset management.
The main challenge in running an IV&V effort is to ensure
that the process provides rigorous, methodical, and provable
evaluation of the claims of not only the component tools and
IP but whether such an integrated environment can produce
security-hardened designs by a non-security expert.

Index Terms—Security-aware electronic design automation,
hardware security, validation, verification, blockchain, cryptog-
raphy

I. INTRODUCTION

Security-aware electronic design automation (EDA) flows
require modularity and flexibility to integrate myriad security
enhancements and intellectual property (IP) to address secu-
rity requirements. This is necessary for a “defense-in-depth”
approach that can better cover the attack surface throughout an
integrated circuit’s (IC) life-cycle. Hardware security threats
such as reverse-engineering, malicious hardware insertion,
and side-channel leakage [1] all require mitigation, such
as logic locking/obfuscation [2], [3], watermarking [4], and
blockchain-based management of supply chain integrity [5].
Furthermore, an aspiration for security-aware EDA tools is the
ability for meaningful quantification of—and possibly trade-
off between—metrics of security alongside metrics such as
power, performance, and area. Non-experts in security should
be able to use the flows and relevant security IP easily, so the
appraisal of security-aware tool usability is in the scope of
independent verification and validation (IV&V).
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Fig. 1. IV&V examines if implementations match expectations in terms of
security guarantees, usability, and correctness, even with designers who are
not security experts.

As security techniques mature and development work pro-
gresses to transition tools out of the lab into industry, the
techniques and their implementations benefit from IV&V.
IV&V of security-aware EDA flows is important for increasing
confidence that tools and IPs deliver on their security claims
when used by independent parties (i.e., by those that were not
involved in the implementation of the tools), as illustrated in
Figure 1. Moreover, the IV&V process seeks to evaluate the
conformance of the tools to overall requirements, the usability
of the tools and supporting documentation, and red-team/blue-
team characterization of security under various threat models.
IV&V requires continual back-and-forth between the devel-
opers and IV&V team to establish and refine the scope of
evaluations, align schedules, and provide timely, actionable
feedback. In this paper, we present a snapshot of the principles
and evolving approaches for performing IV&V of security-
aware EDA tools, flows, and IP, focusing specifically on exam-
ining the implementation of techniques for preventing reverse-
engineering, Hardware Trojan (HT) insertion, side-channel
attacks, and attacks on the asset management infrastructure
(AMI).

II. IV&V OF LOGIC LOCKING/OBFUSCATION

Logic locking/obfuscation (henceforth, locking) is a set of
techniques for mitigating the threat of reverse-engineering.
Essentially, given a design C(I,O), a logic locking technique
modifies the design to produce Cobf (I ′, O) where the design’s
inputs or state space are expanded such that the design only978-1-6654-3274-0/21/$31.00 © 2021 IEEE



works completely as intended after a legitimate user provides
the correct key input (k ⊂ I ′) [2] or after applying the
correct sequence of unlocking inputs [3]. The effect of such
techniques is typically measured by metrics for corruptibility
(e.g., output corruption for an incorrect key or number of
failing compare points in formal equivalence checking) as
this captures the (in)ability of an adversary to recover the
design’s intended functionality. There are a variety of attacks
on locking, typically classified as oracle-guided (which as-
sumes access to a functional, unlocked design + scan-chain) or
oracle-less (which focus on structural traces/effects of applying
the locking technique) [6].

To perform IV&V of security-aware EDA tools incorporat-
ing logic locking, we form blue and red teams, as illustrated
in Figure 2. The blue team is responsible for independently
preparing reference designs (which are free of any inadvertent
idiosyncrasies that might exist in in-house testing during
development) and pushing them through the security-aware
EDA flow, tuning tool parameters to explore the capabilities
offered by the EDA tool development team. The red team takes
the locked and synthesized design, evaluating their security
based on: (i) the run-time of attack tools, (ii) the success
rate of retrieving keys/sequences, (iii) the output corruption
given partial/guessed keys. The IV&V team reports findings
and feedback to the EDA tool team for subsequent iterations
and refinement of the security techniques and implementation.

The first step is a preparatory phase; this includes an initial
survey of leading attacks on locking approaches (as revealed
in prior work [6]) as well as continual scanning for new
advances in the domain. After identifying attack techniques
and implementations, we select relevant candidates (judged
based on the threat models and assumptions made by the EDA
tool team) and prepare them for execution in a common envi-
ronment with known computational capabilities. The common
environment provides context on empirical measures such as
whether an attack times out. The IV&V red/blue teams also
need to discuss and agree on the interface between them, i.e.,
the format of artifacts shared between teams.

As the security-aware EDA tools become more mature, the
IV&V process begins in earnest: first, through a process of
white-box evaluation. The focus of white-box evaluation is
to explore a “worst-case” scenario, where an adversary has
a lot of detail about the locked design (i.e., collateral such
as datasheet information or functional testbenches)—the main
goal here is to check that the locking implementations behave
as documented by the EDA tool team and to validate/quantify
the security of individual modules (e.g., in terms of SAT-
attack resilience and corruption in response to guessed/partial
keys). IV&V then proceeds to grey- and black-box scenarios,
involving artifacts with information increasingly withheld from
the red team and, in principle, increasingly representative
modeling of an outside adversary (such as untrusted foundry)
with limited insider knowledge. In all evaluations, continual
feedback is complemented by summative reports with results,
an assessment on the “attacker-effort”, and any other relevant
insights.
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Fig. 2. IV&V of Logic Locking/Obfuscation

III. IV&V OF TROJAN PROTECTION

HTs can be inserted at various stages in a design’s life-cycle
by a variety of potential adversaries, including rogue insiders
and contractors or an untrusted foundry in the design’s fabrica-
tion process. HTs are usually capable of malicious activities,
such as modifying functionality, leak sensitive information,
or cause denial of service. Each HT consists of two parts:
a trigger and a payload. The trigger is a node in the circuit
that represents the condition to activate the HT’s functionality,
whereas the payload implements the malicious functionality of
the HT.

A security-aware EDA tool should ensure that any HTs that
are inserted into a design produced by the EDA tool can
be easily detected. The attacker’s objectives hence include
evading any HT detection technique, which means the HT
should not be triggered in the testing process. In addition to
regular ATPG-based testing, researchers have proposed many
testing techniques for HT detection, including test pattern
generation based on simulation [7] and formal methods [8]. It
is also desirable for the attacker to know exactly which input
patterns can trigger the Trojan.

The Trojan IV&V Red Team will emulate an untrusted
foundry that tries to insert HTs into the designs produced
by the security-aware EDA tool. The objectives of the HT
insertion are as follows:
• Able to evade known test-based HT detection techniques.
• HT trigger pattern is known to the attacker.
• HT causes about 50% output pins to flip when triggered.

Based on these objectives, the Red Team will strategically
select the location to insert the HT, the trigger pattern of
the HT, and the HT’s payload. Defenders have full access
to the design, including scan chain access, i.e., the ability to
write to and read from the internal flip-flops of the chip at
test-time. In other words, this allows the defender to reduce
the entire design to a collection of combinational sub-circuits
which can be tested separately. In light of this, the Red Team
will insert the HT into the largest combinational sub-circuit in
order not to expose the HT. Notice that the knowledge of each
combinational sub-circuit is not available until it is extracted
from the full gate-level netlist of the entire design.

Existing Trojan insertion techniques usually use rarely sen-
sitized values of internal nets of the circuit as Trojan trigger
[9], [10]. Therefore, Trojan detection techniques that are based
on sensitizing these rare values have been developed. To evade



Fig. 3. IV&V flow on side-channel attack mitigations.

such detection techniques, the HT must avoid sensitizing such
values.

To achieve desired output corruption (e.g., 50% Hamming
Distance), the HT’s payload needs to be selected carefully.
High output corruption can be achieved by flipping an internal
node that impacts a large number of output pins. A simulation-
based fault impact analysis can be conducted to determine each
node’s impact on the output when a stuck-at fault occurs at the
node. The result of such fault analysis can be used to guide
the selection of Trojan payload.

It is essential for the security-aware EDA tool to produce
a design to consider such HT insertion technique and defeat
the HT insertion attack by increasing the difficulty of doing
so and/or making detection of HTs easier.

IV. IV&V OF SIDE-CHANNEL MITIGATION

Side-Channel Attacks (SCA) pose a serious threat to the
security of cryptographic systems. They leverage unintended
information leakage from the physical implementations to
break cryptographic modules. Since the seminal work of Paul
Kocher et al. in the late 90s [11], SCAs have shown to be
effective in breaking both symmetric and asymmetric algo-
rithms running on a wide range of target devices by leveraging
the variations in power consumption, electromagnetic (EM)
emissions, time delay, characterizing cache access patterns,
and intermediate encryption data in scan chains [12], [13].

A security-aware EDA tool should be capable of equipping
hardware and software implementations of in-demand cryp-
tographic cores with arrays of mitigation features against a
pre-defined set of SCAs. Moreover, this security-aware EDA
tool should be able to characterize and evaluate the security of
cryptographic cores against known or potential vulnerabilities.

The IV&V team uses the Blue Team-Red Team approach
for the assessment of the security-aware EDA tool’s SCA
mitigation capability (Figure 3). The Blue Team will prepare
a set of reference designs and synthesize them separately with
current commercial EDA tools and the security-aware EDA
tools. The Red Team takes the synthesized unprotected and

protected designs and evaluates the security with respect to
the effectiveness of the underlying countermeasures. The Red
Team essentially emulates an adversary who has access to the
physical implementation of cryptographic cores and is capable
of performing side-channel acquisition and analysis. Reports
will be sent to the EDA tool team for further refinement of
the security features and their implementation.

The IV&V SCA team focuses on power, timing, EM, cache,
and scan chain side-channels in this effort. While the Blue
Team will act as a user of the security-aware EDA tool, the
Red Team will do most of the IV&V job. We outline below a
two-phase assessment approach for the Red Team.

In phase I, the Red Team performs conformance-based test-
ing to detect the presence of information leakage and identify
leakage points using statistical and information-theoretic tests
such as the popular Test Vector Leakage Assessment (TVLA),
which uses Welch’s t-test to detect the presence of side-
channel leakage. Should the design be perceived as leaky, the
Red Team will proceed to phase II, in which the feasibility of
the state-of-the-art attacks in recovering the cryptographic key
will be evaluated by both profiling and non-profiling SCAs.

Profiling attacks correspond to the worst-case security anal-
ysis in which a powerful adversary has access to an identical
copy or clone of the targeted design. Such SCAs have two
stages: a profiling stage during which the attacker utilizes the
side-channel information from the clone device to characterize
its leakage model; and an attack stage in which the learned
leakage model is used to recover the cryptographic key of
the targeted device from a limited set of collected side-
channel traces. Non-profiling SCA represents the modeling of
a resource-constrained adversary who can only obtain side-
channel information from the targeted device, which is the
more common scenario.

V. IV&V OF THE AMI

Given numerous threats to the integrity of the hardware
supply chain (including threats of cloning, recycling, coun-
terfeiting, etc.), a security solution is needed to carefully
manage assets throughout an IC’s life-cycle. An Asset Man-
agement Infrastructure (AMI) provides a secure and immutable
record about a device from creation to salvage. The AMI is
implemented as a blockchain-based ledger where assets are
registered, cryptographic keys, watermarking data on internal
IP cores, manufacturing data, and chain of custody informa-
tion. The registered items have a complex internal structure,
including multi-level encapsulations. The AMI has two major
components, the blockchain-based distributed ledger and the
REST API. The architecture of the IV&V process is shown in
Figure 4.

The efforts of the IV&V team can be grouped into three
categories: Design and software validation, Operational and
performance testing, and Security testing. The validation
process is based on the requirements, and the selection of
validation activities, tasks, and work items are reflecting the
complexity of the AMI design and the risk associated with the
use of the system for the intended use. The operational and



Fig. 4. The architecture of the AMI IV&V process

performance testing requires automation due to the complexity
and the expected changes during the further development and
deployment phases [14]. The baseline of the Security testing
is established with a Risk Analysis that includes vulnerability
assessment, a digital attack surface model [15], threat assess-
ment, building a security threat model, and a risk model [16].
Once the possible attack vectors are established, the required
toolset will be developed [14].

The effective IV&V process requires continuous communi-
cation between the developers and the IV&V team to align
understanding of requirements, tune the scope of evaluations,
and provide feedback to the developers in a timely manner.
Frequent communication between the two teams is beneficial
for the developers because it allows corrections in the design
and development process at the earliest phase, and it is also
beneficial to the IV&V team because it helps to direct the focus
of the process at the most critical areas. The IV&V process
has a two-phase approach. The first phase covers the interval
while the AMI system is designed and developed. During this
time, the IV&V team develops an internal prototype, which is
a simplified version of the AMI system, and also develops
the testing and evaluation toolset. The prototype has both
the blockchain and the REST API components designed and
developed on the same principles as the AMI. The purpose
of the internal prototype is to test and evaluate the testing
and evaluation tools. This preparation phase is an enabler for
the effective IV&V process once the real AMI system will
become available for testing by the IV&V team. The second
phase refers to the actual testing and evaluation of the AMI
system.

VI. CONCLUSIONS

In this work, we provided insights into the principles
and processes of an independent verification and validation
(IV&V) effort for security-aware EDA tools and IP. We dis-
cussed various blue team/red team approaches for investigating
different security techniques and described different ways to
conceive measures of security and realize (emulate) attacks.
Fundamentally, the IV&V process is designed to indepen-
dently stress-test implementations so that one can reveal any
potential shortcomings or make challenges to the assumptions
made by security-aware tool and IP designers.
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