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Abstract

In cybersecurity, security analysts face the challenge of mitigating
newly discovered vulnerabilities in real-time, with over 300,000
Common Vulnerabilities and Exposures (CVEs) identified since
1999. The sheer volume of known vulnerabilities complicates the
detection of patterns for unknown threats. While LLMs can assist,
they often hallucinate and lack alignment with recent threats. Over
25,000 vulnerabilities have been identified so far in 2024, which are
introduced after popular LLMs’ (e.g., GPT-4) training data cutoff.
This raises a major challenge of leveraging LLMs in cybersecurity,
where accuracy and up-to-date information are paramount. In this
work, we aim to improve the adaptation of LLMs in vulnerability
analysis by mimicking how analysts perform such tasks. We pro-
pose ProveRAG, an LLM-powered system designed to assist in
rapidly analyzing CVEs with automated retrieval augmentation
of web data while self-evaluating its responses with verifiable evi-
dence. ProveRAG incorporates a self-critique mechanism to help
alleviate omission and hallucination common in the output of LLMs
applied in cybersecurity applications. The system cross-references
data from verifiable sources (NVD and CWE), giving analysts confi-
dence in the actionable insights provided. Our results indicate that
ProveRAG excels in delivering verifiable evidence to the user with
over 99% and 97% accuracy in exploitation and mitigation strategies,
respectively. This system outperforms direct prompting and chunk-
ing retrieval in vulnerability analysis by overcoming temporal and
context-window limitations. ProveRAG guides analysts to secure
their systems more effectively while documenting the process for
future audits.

CCS Concepts

« Information systems — Language models; Top-k retrieval in
databases; « Computing methodologies — Natural language
generation; « Security and privacy — Malware and its mitigation.
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1 Introduction

In today’s fast-paced cybersecurity landscape, security analysts
are continuously challenged to understand and mitigate newly
discovered threats in real-time [24]. Common Vulnerabilities and
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Exposures (CVEs) [22] serve as a critical framework for identifying
and detecting known vulnerabilities. With over 300,000 CVEs cata-
loged since 1999, the sheer volume makes it increasingly difficult
and time-consuming for analysts to detect patterns and respond ef-
fectively to new and emerging threats, particularly when faced with
unknown vulnerabilities. Public vulnerability databases, such as
the NIST National Vulnerability Database (NVD) [23] and privately
maintained repositories, predominantly rely on labor-intensive
manual processes to analyze and categorize vulnerabilities. This
reliance on human effort can lead to delays in identifying and ad-
dressing potential threats, making it difficult to keep pace with the
rapidly evolving threat landscape, where timely analysis is critical
for effective mitigation [24]. For example, the CVE-2024-0302 is a
critical vulnerability that, if left unchecked, could lead to deserializa-
tion of untrusted data. To mitigate this vulnerability, fields should
be made transient to be protected from deserialization. However,
protecting an enterprise network necessitates discovering which
vulnerabilities are relevant by combing through over 300,000 threats
aggregated in these databases with more added each day. Separate
mitigation databases, such as Common Weakness Enumeration
(CWE) [21], must be explored to identify, implement, and deploy
mitigations to the system. Due to the sheer volume of informa-
tion, manually identifying and mitigating threats is challenging. In
addition, automating the identification and mitigation process is
essential for reducing the risk and enhancing overall resilience.
Large Language Models (LLMs) have been widely adopted in
cybersecurity applications [3, 4, 12, 20, 33]. They have been partic-
ularly effective in assisting with the analysis of Cyber Threat Intel-
ligence [20, 26], enhancing log-based anomaly detection [12, 27],
supporting LLM-assisted attacks [4, 7, 31], and improving vulner-
ability detection [3, 33]. However, prior work has identified three
aspects that limit the broader adoption of LLMs to cybersecurity
applications [8, 16, 28, 37], which we aim to address in this work.
These limitations are: 1) Hallucination: the propensity to gener-
ate misleading information that appears plausible but is factually
incorrect. Some works have shown the consequences of this prob-
lem [8, 28]. 2) Temporal Knowledge: the failure of LLMs to respond
accurately when they are exposed to data that comes after their
training data’s cutoff [37, 38]. In cybersecurity, daily emerging
vulnerabilities—over 25,000 identified in 2024 alone—pose serious
risks, especially since they appeared after LLMs’ training data cut-
off. Retrieval Augmented Generation (RAG) techniques have been



proposed to address this problem [2]. However, the adoption of
RAG for out-of-distribution data often leads to 3) Limited Context
Windows: which restrict the number of tokens that can be pro-
vided to prompt the model, thereby limiting RAG-based temporal
alignment approaches [16]. These limitations constitute a major
challenge of leveraging LLMs in cybersecurity, where accuracy,
time, and up-to-date information is essential.

In this work, we aim to improve the adaptation of LLMs in
threat analysis. To do so, we propose ProveRAG, an advanced
LLM-powered system designed to assist security teams in rapidly
analyzing CVEs with verifiable evidence. ProveRAG goes beyond
merely identifying vulnerabilities; it generates comprehensive ex-
ploitation steps and provides actionable mitigation strategies. What
sets ProveRAG apart is its ability to cross-reference and validate
information from authoritative sources like the NVD and CWE,
ensuring that the insights it delivers are accurate and trustwor-
thy. By doing so, we demonstrate that ProveRAG exhibits fewer
instances of omission and hallucination through self-critiquing its
own response. A key innovation in ProveRAG is its incorporation
of provenance tracking into its analysis. By documenting the source
of every piece of information, ProveRAG mitigates the risk of in-
accuracies or hallucinations common in LLMs and gives security
analysts the confidence to make swift, informed decisions.

We test ProveRAG on 2024 CVEs, and we compare with two
different baseline approaches: 1) prompt-only and 2) chunking
retrieval during generation, and we compare it to our proposed
summarizing technique (integrated into ProveRAG). The prompt-
only technique is directly asking the LLM details about a specific
CVE exploitation and mitigation strategies with data after its train-
ing cutoff knowledge. For the chunking technique, we enhance
information retrieval by splitting the content into smaller chunks
and embedding these chunks as vectors using a Transformer-based
embedding model [25]. These embeddings are then indexed to fa-
cilitate efficient retrieval. During runtime, the user’s query is also
vectorized using the same encoder, and a similarity search is con-
ducted against the indexed chunks. The top-k results are retrieved
and fed as context into the LLM’s prompt, allowing the model to
answer the user’s query with the most relevant content. However,
this approach requires a very large context window and can include
redundant information that might mislead the LLM.

Therefore, we design a summarizing technique to process CVEs,
inspired by [10, 14]. We start by exploring the NVD website and
summarize the content with respect to a specific CVE-ID, then
move to the CWE link, and relevant references (hyperlinks) to
provide summary with respect to the exploitation and mitigation
questions (emulating the typical workflow of a security analyst).
A key advantage of the summarizing technique is its efficiency in
handling large-scale data without relying extensively on document
chunking, which enhances both retrieval quality and the accuracy
of responses (while handling the context window limitation). This
makes the system particularly suited for addressing more complex
cybersecurity queries — such as those related to CVE mitigation
that require integrating more external information.

There is no easy way to determine whether a generated response
is accurate or trustworthy. ProveRAG has the ability to provide
verifiable evidences (TPs), detect hallucinations (FPs) and failed
retrievals (FNs) for the LLM responses. This is called provenance

where we carefully designed a structured, explicit, concise prompt
with the chain-of-thoughts technique [35] to push the LLM into
providing evidence for its responses. Note that we ensure that the
LLM (gpt-40-mini [25]) do not miss any essential information when
finding evidence by utilizing almost the entire context window
(128,000 tokens) for provenance. We further show that by provid-
ing the LLM with highly-structured context (Aqua Vulnerability
Database [29]), ProveRAG’s performance increases significantly.
Our testing demonstrates that ProveRAG achieves outstanding de-
tection accuracy, with 99% for summarization tasks and 97% for
mitigation strategies. ProveRAG not only enables more reliable
decision-making (compared to the chunking technique with over
30% increase in accuracy in providing mitigation strategies) but
also meticulously documents its processes, ensuring a robust audit
trail for future reviews. For evaluation, we ensure the coverage
of every piece of information for each CVE when providing ex-
ternal resources (other than just NVD and CWE). This makes it
an invaluable system for security analysts, empowering them to
safeguard their systems with greater efficiency and accuracy. The
contributions of our work is as follows:

e We propose ProveRAG, an LLM-powered system that gener-
ates information from external sources with a summarizing
technique, while self-criticising its responses with rationale
by providing evidence from source URLs (i.e., provenance).

o We demonstrate the effectiveness of ProveRAG for han-
dling data that is out of the scope of LLMs’ training cutoff
knowledge with a very high detection rate (i.e., TPs).

e We indicate that ProveRAG is able to show proof for its re-
sponses (TPs), detect hallucinations (FPs), as well as demon-
strating failed retrievals (FNs), which alleviates the halluci-
nation and omission limitations of state-of-the-art LLMs.

e We show that ProveRAG relaxes the limitations imposed
by context windows, which makes it suitable for answering
more complex queries (e.g., mitigation-related) that require
large-scale additional up-to-date information.

2 Background & Related Work
2.1 Large Language Models

The significant advancements in Large Language Models is largely
attributed to the integration of the Transformer architecture [34].
These models are characterized by their extensive training on vast
and diverse datasets, leading them to generate coherent and contex-
tually relevant text that closely mirrors human language. OpenATI’s
GPT-40 [25] and Meta’s LLama-3 [6] are leading examples in this
category. The ability of these models to manage diverse and com-
plex tasks has been extensively documented in the literature [19, 36].
However, despite the efficacy of LLMs in diverse tasks, these models
have shown to be prone to hallucination in their responses [8, 28].

2.2 Retrieval Augmented Generation

The hallucination issue of LLMs stems from their reliance on pre-
trained knowledge, which causes another limitation and that is
the temporal scope of their training data. Such limitations pose
significant challenges in fields requiring high precision, such as



cybersecurity. To address these challenges and provide more fac-
tual knowledge, RAG was introduced [2]. RAG effectively combines
search algorithms with LLM prompting: the model is prompted to
answer a query using relevant information retrieved from exter-
nal resources as context. This enhances LLMs’ ability to generate
accurate and contextually relevant responses.

Several advanced RAG techniques have been proposed to further
refine this integration [1, 9-11, 14, 32]. FLARE [11] improves model
accuracy by predicting the next sentence and using low-confidence
tokens as queries to re-retrieve relevant documents. DRAGIN [32]
leverages the LLM’s real-time information needs with self-attention
to decide what and when to trigger retrieval. Adaptive-RAG [9]
employs a smaller LLM as a classifier to assess query complexity
and subsequently selects the most appropriate retrieval strategy.
Summarizing Retrievals (SuRe) [14] constructs summaries of re-
trieved passages for multiple answer candidates and confirms the
most plausible answer by evaluating and ranking the generated
summaries. TC-RAG [10] integrates a memory stack system with
backtracking and summarization functions to correct errors and
eliminate redundant information. Despite these advancements, all
these methods face the challenge of effectively showcasing the
evidence underlying their generated responses.

2.3 LLMs in Vulnerability Assessment

There are multiple works that integrated the use of LLMs in vulner-
ability assessment [3, 5, 13, 17]. Anton C. et al. [3] used GPT models
to identify CWE vulnerabilities in Java code and revealed that LLMs
struggle with detecting vulnerable code. In contrast, Avishree K. et
al. [13] demonstrated with multiple prompt strategies that LLMs can
outperform deep learning models in vulnerability detection when
carefully prompted, which indicates the importance of prompt engi-
neering. Building on this, Lu et al. [17] introduced GRACE, a frame-
work using in-context learning and graph-structured information
with LLMs, which showed improvements in vulnerability detection
on C/C++ datasets. Du et al. [5] introduced Vul-RAG, LLM-based
vulnerability detection technique that constructs a comprehensive
knowledge base by extracting multi-dimensional insights from ex-
isting CVE instances. However, the reliance on human analysis
in their approach makes it a manual time-consuming work and
limits its efficiency in real-time vulnerability detection. In addition,
PentestGPT [4] has shown capabilities in assisting in penetration
testing. While it does not address the same problem this paper
focuses on, the authors noted that LLMs are constrained by limited
token sizes (i.e., context window), preventing long-term memory re-
tention. This work builds on this observation and develop efficient
RAG to bring LLM’s attention to relevant contents.

3 Motivation & Problem Formulation

Traditional approaches to threat analysis typically involve manual
assessment and the use of static databases, which can be both time-
consuming and prone to human error. Moreover, while existing
systems can assess vulnerabilities, they often fall short in providing
detailed, actionable insights necessary for effective mitigation. This
gap in the process leaves security teams with a critical need for
more advanced systems capable of assessing threats, generating
comprehensive mitigation scenarios, and documenting evidences

of their recommendations. The motivation behind this work stems
from these challenges. We seek to address the limitations by an-
swering the following research questions:

RQ1: How to address the temporal limitations of LLMs for
continuously emerging cybersecurity threats? One of the key
problems we address is the temporal limitation of LLMs. With the
constant emergence of new vulnerabilities, it is crucial that security
systems remain effective even when dealing with data that falls out-
side the LLM’s training window. Our system, ProveRAG, is designed
to overcome this challenge by integrating up-to-date information
from verified resources, which helps to assess vulnerabilities that
have been discovered post-training.

RQ2: How to manage information overload in the context
of RAG-based LLMs for complex queries? Another significant
problem we aim to solve is the issue of information overload (i.e.,
arising from context window limitations). This problem of inability
of LLMs to process massive amounts of information and identify rel-
evant information can lead to less effective responses, as discussed
in literature [16]. While more information is often seen as beneficial,
our research shows that in the context of LLM-powered vulnerabil-
ity analysis, an abundance of data can lead to inefficiencies (when
chunking technique is used). The summarization technique we en-
countered in ProveRAG, can alleviate this issue. This technique
can make the system especially effective in handling more complex
cybersecurity issues, such as CVE mitigation queries that require
more attention on additional relevant resources.

RQ3: How to enhance the accuracy and trustworthiness of
threat analysis while addressing issues related to hallucina-
tion and omission errors? One other key motivation for develop-
ing ProveRAG is the critical requirement to enhance the accuracy
and trustworthiness of threat analysis by mitigating issues related
to hallucination and omission errors. ProveRAG addresses this by
integrating authoritative sources such as NVD and CWE into its
framework. This integration ensures that the recommendations
provided by ProveRAG are grounded in reliable and verifiable data,
which we call provenance. To leverage the capabilities of LLMs,
ProveRAG utilizes a structured, explicit, and concise prompt de-
signed with a chain-of-thoughts technique [35]. This approach
compels the LLM to substantiate its responses with evidence, en-
hancing the credibility of the output. The system’s commitment to
provenance is highlighted by its meticulous documentation of the
sources of information it uses, creating a transparent and auditable
trail. Based on our evaluation, this feature not only bolsters the an-
alytical accuracy of ProveRAG but also fosters trust among security
analysts by enabling them to verify the system’s recommendations.

4 ProveRAG Methodology

ProveRAG works based on two main stages: The generation module
and the evaluation module. Figure 1 shows the overall architecture.
First, in the generation module, the Retr. LLM will load web content
from external sources (starting from NVD) about a CVE vulnerabil-
ity, and it will summarize the content with respect to the exploita-
tion and mitigation information. Next, the Gen. LLM will look at
the summaries and generates detailed exploitation and mitigation
strategies for that specific CVE. Furthermore, in the evaluation
module, the Eval. LLM will critique its own response by looking at
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the content from the official and external (NVD, CWE, and hyper-
links in NVD) websites to show evidence on whether its response
were accurate, hallucinated, or omitted critical information. Finally,
the LLM will provide provenance by showing similar pieces of
information from both the response and the context while provid-
ing rationale to ensure trust. It is worth noting that we used the
OpenAl’s gpt-4o-mini [25] model as the LLM for ProveRAG. This
model’s training data knowledge is up to Oct. 2023, with 128,000
tokens for context window [25].

4.1 System Design

4.1.1 Generation Module: This module is to query the Gen. LLM
to provide exploitation and mitigation responses for a CVE (refer
to Figure 1). The following is the generation prompt:

Generation Prompt

You are a cybersecurity expert. Consider the Relevant Information
provided below and answer the Query.

Relevant Information: [content from NVD/CWE/Relevant Refs.]
Query: [CVE-xxx-xxx]

Given the specified CVE-ID, please provide detailed answers to the
following questions:

1. How can an attacker exploit this vulnerability? Provide a step-by-
step description.

2. What are the recommended mitigation strategies for this vulnera-
bility?

The Relevant Information is gathered from the summarizing re-
trieval technique (to answer RQ1), and we will show in Sec. 5.2.1,
that it is the better retrieval technique in vulnerability analysis. The
Gen. LLM will look at the retrieved information for a particular
CVE and will provide the response. In the prompt-only experiment,
the Relevant Information part is removed as we directly query the
LLM about a specific CVE. Note that we put the temperature hy-
perparameter (which assigns the degree of randomness in LLM’s
output) to zero as we aim to get the most deterministic responses
from the LLM.

Chunking vs. Summarizing Retrieval Techniques:

We test on two retrieval techniques (to address RQ2). Figure 2
shows how each of these techniques is used. For the chunking
technique, the LLM will use top-10 most similar chunks of 15,000
characters from the resources. Second, for the summarizing tech-
nique, the Retr. LLM goes through the NVD, then to the CWE and
hyperlinks to summarize the content for the exploitation and miti-
gation questions (see Appendix 5.2.1 for the full prompts).

In the chunking technique, we split the content of all the URLs
into smaller chunks and embed these chunks as vectors using Ope-
nAr’s text-embedding-ada-002 embedding model (by utilizing the
LangChain framework [15]). These embeddings are then indexed to
facilitate efficient retrieval. During runtime, the user’s query is also
vectorized using the same embedding model, and a similarity search
is conducted against the indexed chunks. The top-10 results are re-
trieved and fed as context into the Gen. LLM’s prompt, allowing the
model to answer the user’s query with the most relevant content.
However, this approach requires a very large context window and
can include redundant information that might mislead the LLM.

Therefore, we design an automatic summarization technique,
inspired by [10, 14], for a specific CVE (which will be further in-
tegrated into ProveRAG’s architecture). We start by exploring the
NVD website and summarize the content with respect to a specific
CVE-ID, then move to the CWE link, and finally to the hyperlinks
(available in NVD) to provide a summary with respect to the ex-
ploitation and mitigation questions (see Appendix A for the specific
summarization prompts used). A key advantage of the summarizing
technique is its efficiency in handling large-scale data without rely-
ing extensively on document chunking, which enhances retrieval
quality and accuracy of responses. This makes the system partic-
ularly suited for addressing more complex cybersecurity queries,
such as those related to CVE mitigation that require exploration of
more external resources.

4.1.2 Evaluation Module: This module is for the LLM to self-
critique its own response (to answer RQ3). We carefully and iter-
atively designed structured, detailed, and succinct prompts with
the chain-of-thought technique [35] to guide the model to think
before answering while providing evidence. The following is the
evaluation prompt:
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Evaluation Prompt

For the [exploitation/mitigation] information of [CVE-xxx-xxx]:
Please evaluate the response based on the provided evidence and
select the appropriate value for the following attributes:

There are three attributes that the LLM is tasked to provide a re-
sponse, and they are: value, rationale, and provenance prompts.
The exact prompts provided to the LLM are shown in Appendix
B. For these attributes, we ask the LLM to provide a value: True
Positive (TP) - indicating accurate prediction, False Positive (FP)
- indicating the detection of hallucination, or False Negative (FN)
- indicating failed retrieval given the response and the evidence
(from NVD+CWE-+hyperlinks). Next, the LLM is asked to provide a
rationale for the selected value, and finally the provenance attribute
where the LLM is tasked to show evidence for its response.

To answer RQ3, for each exploitation and mitigation response
separately, we retrieve the top-10 chunks from the NVD, CWE,
and hyperlinks with respect to the CVE-ID as evidence (see Figure
2’s Evaluation Query), and we compare them with the response
using the Eval. LLM. It is worth noting that we do not integrate
the use of memory when querying the LLM. Instead, all prompts
are submitted in a single batch, without any retention of context
between queries.

5 Evaluation of ProveRAG

To answer each research question, we discuss the curation of the
dataset for (RQ1) and provide results for different RAG techniques
(RQ1 and RQ2). Furthermore, we support the efficacy of prove-
nance by using evaluation metrics (RQ3), show how each URL
attributed to the Gen. LLM’s response (RQ3), and finally we will
show some specific examples of ProveRAG’s responses.

5.1 Dataset & Experiment Design

To design the experiments for addressing RQ1, we curated a dataset
of critical CVEs reported in 2024 (up until July 25). We focused on
CVEs with a Common Vulnerability Scoring System (CVSS) score of
9.0 or higher, which indicates critical severity. From this dataset, we
further refined our selection by including only those CVEs that had
a direct mapping to the CWE database (as CWE contains informa-
tion about potential mitigation strategies). Moreover, we leveraged
the hyperlinks available on the NVD website, which provide addi-
tional relevant information for each CVE. These hyperlinks were
gathered to further enrich the dataset used in the ProveRAG frame-
work, to ensure that we are cross-referencing all available sources
of information related to each CVE. In total, the curated dataset
comprised of 482 CVEs, each mapped to corresponding CWEs and
supplemented with relevant NVD resources. This dataset forms the
basis for our temporal alignment and provenance analysis in the
ProveRAG framework (as gpt-4o-mini model has training knowl-
edge up to Oct. 23, 2023). This enables a thorough assessment of
the LLM’s ability to generate accurate, up-to-date, and contextually
relevant security recommendations.

5.2 Effectiveness of ProveRAG

5.2.1 Chunkingvs.Summarizing Techniques. To answer RQ2,
for the evaluation of retrieval techniques, we compare multiple
chunking techniques by increasingly augmenting the Retr. LLM
with more external resources vs. the summarizing technique (in-
cluding all the relevant resources) to assess their capabilities in
providing exploitation and mitigation strategies. To do a fair com-
parison between the chunking vs. summarizing technique, we only
used NVD and CWE as evidence sources of information. Table 1
shows the overall results for these two techniques.

From the results, first we can see that for the prompt-only experi-
ment, the performance is poor, for both exploitation and mitigation
results. This shows the big limitation of LLMs’ knowledge with new,
unseen data, as the entire dataset consists of 2024 vulnerabilities.
This goes back to RQ1 and how we can deal with this problem. By
integrating the retrieval techniques, we can see that the temporal
alignment of the LLM is improved by the inclusion of the curated
dataset, indicating that such an approach may alleviate limitations
related to temporal alignment for cybersecurity applications. For
the exploitation results, all evaluated methodologies exhibited high
accuracy, especially for NVD-Only which was limited to the infor-
mation about the CVE’s exploitation on the NVD website. Another
observation is that adding more data slightly decreases the chunk-
ing technique’s performance. Conversely, for the more complex
queries (i.e., mitigation information), significant variations are ob-
served. The NVD-Only configuration achieves around 29% accuracy
in providing mitigation strategies, which makes sense given that



Table 1: Comparison between Summarizing and Chunking techniques for retrieving the content for CVEs (Provenance Features:
TP: accurate prediction, FP: detected hallucination, FN: failed retrieval)

Evidence Source (NVD+CWE)

2024 CVEs Exploitation Mitigation
Methodology #TPs #FPs | #FNs #TPs #FPs | #FNs | Support
Prompt-only (no retrieval) 51 (11%) 400 31 29 (6%) 335 118 482
Chunking: NVD Only 481 (99%) 0 1 139 (29%) 49 294 482
Chunking: NVD+CWE 476 (99%) | 5 1 262 (54%) | 58 162 482
Chunking: NVD+CWE+Refs 472 (98%) | 10 0 227 (47%) | 54 | 201 482
Summarizing: NVD+CWE+Refs | 476 (99%) 6 0 379 (79%) 68 35 482

the NVD website lacks a dedicated mitigation section; yet, it does
offer some recommendations for certain CVEs. When the CWE
is added into the generation of results, we can see a big increase
in TPs (from 139 to 262). However, adding additional URLs into
the generation mix appears to diminish performance by about 7%,
suggesting that an excess of links might degrade the quality of the
retrieved data segments with the chunking technique. This indi-
cates that providing excessive context can degrade performance
when chunking is used.

In contrast, the summarizing technique significantly outperforms
the chunking technique when provided with the same set of links
for data generation, showing an increase from 227 to 379 in TPs —
a rise of over 30%. Therefore, these findings strongly support the
conclusion that summarization is a better and more efficient tech-
nique. As a result, it has been incorporated into ProveRAG to help
align the system to vulnerabilities discovered after training cut-off.
Furthermore, this technique alleviates the context window problem
(RQ2) for vulnerability analysis, as only the essential information
(i.e., summaries) are put into the Gen. LLM’s prompt.

5.2.2 ProveRAG Results. To fully integrate ProveRAG and assess
whether there are pieces of evidence present in the hyperlinks, we
compare the Gen. LLM’s response with all NVD, CWE, and hyper-
links. Table 2 shows the results of ProveRAG (The ProveRAG-Aqua
is discussed in Section 5.5 and and the corresponding improve-
ment in ProveRAG performance). From the results, we observe a
minor reduction in the performance regarding exploitation detec-
tion, paired with a marginal improvement in identifying mitigation
measures. This suggests that while the relevant references do not
completely enhance the utility of the data, they nevertheless ensure
comprehensive coverage of pertinent information related to spe-
cific CVEs. Section 5.6 shows the Example of CVE-2024-0244, which
illustrates the benefits of including hyperlinks in enhancing the
understanding of mitigation strategies for a particular CVE. This is
a solution for RQ2, as there could be as many links to be processed
and summarized to put in the context window of LLMs.

Table 2: ProveRAG results for the 482 CVEs

Evidence Source (NVD + CWE + Relevant Refs.)
2024 CVEs Exploitation Mitigation
Methodology #TPs #FPs | #FNs #TPs #FPs | #FNs
ProveRAG 460 (95%) | 22 0 384 (30%) | 66 32
ProveRAG-Aqua | 479 (99%) 3 0 469 (97%) 0 13

It is important to note that based on manual analysis of TP re-
sults, ProveRAG acted as a conservative analyst, only providing
responses that had a high degree of confidence and explainability
from the data sources provided to the model. However, there are
some observed inaccuracies in the detection of FP and FN responses,
which contribute to the slight decrease in the exploitation perfor-
mance values (Table 2). Next, we show evidence on the quality of
the provenance responses.

5.3 Evaluation Metrics for Provenance

To answer RQ3, and to evaluate provenance quality, we made use
of the following metrics:

5.3.1 Attribution: To assess the attribution of each URL sum-
mary (i.e., NVD, CWE, and hyperlinks) and how much each con-
tributed to the generation of the results, we made use of the Cap-
tum library [18]. This library offers implementations of various
perturbation- and gradient-based attribution algorithms for Py-
Torch models. Attribution methods allow for model explainability
by assigning scores to each input feature, representing its impact
on the model’s output. In our experiment, we compute attribution
scores using feature ablation, a perturbation-based method that
evaluates the model on altered inputs. This method replaces each
feature with its corresponding value from the baseline feature vec-
tor to assess its influence. Equation 1 assesses the contribution of
different features to the final result.

Ay =y(x) —y(x\p) 1)
Here, y(x) represents the model’s output given the complete orig-
inal input x. The term x\r denotes the modified input where the
feature F (or a group of features) has been ablated—specifically,
replaced with a baseline or reference value. The difference Ay quan-
tifies the change in the model’s output attributable to the ablation
of the feature F.

5.3.2 Rouge-L and Cosine Similarity: To evaluate the quality
of the Provenance results, we incorporated Rouge-L and Cosine
Similarity (based on embeddings) metrics into our analysis. Rouge-
L focuses on the longest common subsequence, which measures
the sequence similarity between the generated responses and the
reference texts. On the other hand, Cosine Similarity leverages a
Sentence Transformer model, specifically the multi-qa-mpnet-base-
dot-v1, which is optimized for semantic search [30]. This model
utilizes a 512-context window to compare the semantic congruence
between the response and the evidence part of the provenance,
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ensuring that the evaluation captures not just the textual, but also
the contextual and semantic accuracy of the information provided.

5.4 Provenance Quality

To answer RQ3, we applied Rouge-L and Cosine Similarity to mea-
sure the quality of both the provided responses and their supporting
provenance. These metrics help us assess the alignment between the
system’s outputs and verifiable evidence when evaluating TPs, FPs,
and FNs. Figure 3 illustrates these values. As anticipated, TPs con-
sistently achieve the highest scores across both metrics, indicating
greatest overlap between the generated response and the support-
ing evidence, which underscores the effectiveness of ProveRAG.
Note that the scores of FNs is close to that of TPs. This is expected
because the FNs often just omitted some details in the response
when comparing it with the source context. There is no value for
FN in the exploitation part, as the LLM made no FN predictions in
that category. Detailed examples are provided in Section 5.6 and in
Appendix C to contextualize these values.

Furthermore, to analyze the effect of summary for each URL to
the LLM’s response, we made use of the Captum library [18]. We
calculate attribution by using the summaries from each relevant
website as context for the generation prompt. If a website is deemed
irrelevant, its attribution score is set to zero, as it does not provide
usable information for the LLM. To facilitate comparison across
CVEs, the attribution scores are normalized to unit norm. Figure
4 shows these attribution values. From the results, it is evident
that for exploitation, the majority of information in the summaries
originates from NVD. For mitigation summaries, most of CWE’s
attention scores are higher than 0.9, whereas the values for NVD
and the hyperlinks stay mostly unchanged. This indicates that
the Gen. LLM put the most attention to the NVD summary for
generating the exploitation response, and to the CWE summary for
generating the mitigation strategies.

5.5 Improvement w/ Better Structured Context

In Sec. 5.2.2, we demonstrated that ProveRAG achieves 95% and
80% TPs (with NVD, CWE, and all hyperlinks in the NVD website).
Therefore, we raise the question on whether this can be further
improved. Note that CWE is addressing mitigation at the weakness
level, not the vulnerability level. Through our research, we found
Aqua Vulnerability Database [29], which gives a highly structured
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and detailed context for each CVE’s exploitation steps and mitiga-
tion strategies. Thus, we experimented ProveRAG by purposefully
including Aqua in the retrieval summarizing process, and into the
evaluation module for provenance. The results are shown in the
bottom row of Table 2. The results demonstrate the significant
increase in the exploitation and mitigation detection of ProveRAG-
Aqua, with 99% and 97% for TPs, respectively. This shows that the
Aqua database plays a pivotal role in enhancing ProveRAG’s per-
formance by providing more detailed and structured context. These
results are significantly better than the baseline experiments, where
prompt-only achieved just 6% accuracy for mitigation strategies,
and the retrieval chunking technique reached about 47%.

Furthermore, to analyze the contribution of each URL and the
Aqua database in generating summaries, Table 3 illustrates how
many URLs the Retr. LLM used to generate summaries. These sum-
maries were further incorporated into the Gen. LLM’s context to
provide the exploitation and mitigation responses. For exploitation,
it is shown that NVD and Aqua play a significant role, as they
contain substantial exploitation-related information. Similarly, for
mitigation, CWE and Aqua are the primary sources due to the dedi-
cated section on mitigation strategies. Notably, the count for Others
reaches 1130, as multiple hyperlinks may correspond to a single
CVE entry. This demonstrates Aqua’s substantial contribution to
both exploitation and mitigation responses, positively influencing
ProveRAG’s overall performance (as shown in the bottom row of
Table 2).

Table 3: Critical CVEs Relevancy with respect to the URLs

Category NVD CWE Aqua Others
NVD+CWE+Relevant Refs. in Retrieval:

551/1130
379/1130

Exploitation  480/482 2/482 -
Mitigation 382/482  451/482 -

NVD+CWE+Relevant Refs. w/ Aqua in Retrieval:

Exploitation ~ 480/482 0/482 480/482  559/1130
Mitigation 382/482  454/482  479/482  381/1130

To further evaluate Aqua’s impact on the Gen. LLM’s responses,
Figure 5 presents the attribution of each summary in ProveRAG-
Aqua. The results reveal that, for the mitigation prompt, both Aqua
and CWE exhibit a wide distribution of attention scores, with Aqua
having a higher median around 0.7 compared to CWE’s median of
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0.43. For the exploitation prompt, both Aqua and NVD display a
broad range of attention scores, mostly positive, with Aqua again

leading with a median near 0.7, while NVD’s median is around 0.3.

This shows that when Aqua is included, it is the dominant source
for the Gen. LLM for both exploitation and mitigation questions,
with some contribution from NVD for exploitation and from CWE
for mitigation strategies.

5.6 Specific Examples

In this section, we show how the evaluation module of ProveRAG
works (RQ3). Additional examples are provided in Appendix C as
well. Here is one example that shows a TP response:

CVE-2024-0244 — Out-of-bounds Write

Mitigation Strategies

value: “TP”,

rationale: The response accurately reflects the mitigation strategies for CVE-
2024-0244 as outlined in the context. It mentions updating the firmware, avoid-
ing direct internet connections, using secure private networks, and employing
various programming practices to prevent buffer overflows, all of which are
supported by the context provided.

provenance:

response: To mitigate this vulnerability, it is recommended to update the
firmware of the affected devices to versions beyond 03.07, as advised by Canon.
Additionally, users should avoid direct internet connections and instead use
a secure private network with a firewall. Other strategies include using pro-
gramming languages that prevent buffer overflows, employing vetted libraries,
implementing automatic buffer overflow detection mechanisms, and adhering
to strict memory management practices.

context: ...we advise that our customers install the latest firmware available
for the affected models... We also recommend that customers set a private IP
address for their products and create a network environment with a firewall
or Wired/Wi-Fi router that can restrict network access. Potential Mitigations...
Use a language that does not allow this weakness to occur or provides constructs
that make this weakness easier to avoid... Use a vetted library or framework
that does not allow this weakness to occur or provides constructs that make this
weakness easier to avoid... Use automatic buffer overflow detection mechanisms
that are offered by certain compilers or compiler extensions.

Retrieved URLs:

nvd.nist.gov, cwe.mitre.org, avd.aquasec.com,
psirt.canon/advisory-information/cp2024-001,
canon.jp/support/support-info/240205vulnerability-response,
canon-europe.com/support/product-security-latest-news

Metrics:

Cosine Similarity: 0.7607, ROUGE-L: 0.2299

The above example shows that ProveRAG-Aqua successfully pro-
vides an accurate (TP) response, with a rationale and substantiated
provenance. Interestingly, both the response and a significant por-
tion of the evidence were derived from the hyperlinks, specifically
“canon.jp”. This underscores the critical importance of integrating a
wide array of URLSs to ensure a comprehensive coverage that en-
hances the system’s capability to provide well-supported evidence.
The provided metrics correspond to the values shown in Figure 3.
Next, we ask: “What if the LLM failed to provide the most accurate
response?” Here is a ‘FN’ example:

CVE-2024-0925 — Stack-based Buffer Overflow

Mitigation Strategies

value: “FN”,

rationale: The response omits specific details about the potential mitigations
that are present in the context. While it mentions general strategies like buffer
overflow detection mechanisms and ASLR, it does not include the specific
examples and additional context provided in the context, such as the specific
compiler flags and techniques like StackGuard, ProPolice, and D3-SFCV.

provenance:

response: Potential mitigations include using automatic buffer overflow de-
tection mechanisms, employing Address Space Layout Randomization (ASLR),
and compiling software with features that randomize memory addresses to
prevent predictable exploit paths.

context: Use automatic buffer overflow detection mechanisms that are offered
by certain compilers or compiler extensions. Examples include: the Microsoft Vi-
sual Studio /GS flag, Fedora/Red Hat FORTIFY_SOURCE GCC flag, StackGuard,
and ProPolice, which provide various mechanisms including canary-based
detection and range/index checking.

Retrieved URLs:

nvd.nist.gov, cwe.mitre.org, avd.aquasec.com,
https://github.com/yaoyue123/iot/blob/main/Tenda/AC10U/

Metrics:

Cosine Similarity: 0.7038, ROUGE-L: 0.1892

In this case, the response generated by ProveRAG-Aqua is ‘FN’
since the LLM omitted some detailed information regarding the
mitigation strategies. Note that the response is actually not bad;
it just lacks some details, and the metrics reflect that it is actually
close to the context in the Retrieved URLs. This underscores the
closeness between TP and FN values shown in Figure 3.

6 Conclusion

In this work, we focused on enhancing LLMs’ ability to analyze
and respond to cyber threats by developing ProveRAG, a sys-
tem that emulates an analyst’s approach to vulnerability analysis
while self-critiques its own response. By integrating an automated
summarizing retrieval technique of up-to-date web data, and a
self-critique mechanism, ProveRAG alleviates the omission and
hallucination problem of state-of-the-art LLMs. It generates com-
prehensive exploitation steps and mitigation strategies, backing
each claim with evidence sourced from authoritative databases such
as NVD, CWE, and Aqua. Our findings demonstrate that ProveRAG
achieves exceptional accuracy, surpassing direct-prompting and
chunking retrieval methods in vulnerability analysis. By providing
verified evidence and detailed rationales, ProveRAG not only equips
analysts with timely, accurate insights but also ensures that the
processes are well-documented for subsequent audits.
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Summarizing Technique Retrieval

The following shows the prompt used in Retr. LLM to assess each
URL’s relevancy, and, if relevant, the LLM will summarize the URL
content specifically to address either the Exploitation or the Miti-
gation question.
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Relevancy Prompts

Exploitation Prompt

You are a cybersecurity expert. Your task is to analyze the provided
URL content for the [CVE-xxx-xxx] and provide a detailed summary.
Content: content

Please follow the steps below:

Step 1: Assess Relevancy

- Does the content provide relevant information to describe how this
[CVE-xxx-xxx] can be exploited?

- Answer: [Yes/No]

Step 2: Summarize Relevant Information

- If the answer is "Yes" in Step 1:

- Summarize the content with step-by-step description to exploit this
vulnerability.

- If the answer is "No" in Step 1:

- Summary: NONE

Mitigation Prompt

You are a cybersecurity expert. Your task is to analyze the provided
URL content for the [CVE-xxx-xxx] and provide a detailed summary.
Content: content

Please follow the steps below:

Step 1: Assess Relevancy

- Does the content provide relevant information to describe the po-
tential mitigation strategies for this vulnerability?

- Answer: [Yes/No]

Step 2: Summarize Relevant Information

- If the answer is "Yes" in Step 1:

- Summarize the content to describe the potential mitigation strate-
gies for this CVE.

- If the answer is "No" in Step 1:

- Summary: NONE

Evaluation Module

Provenance prompt

- Detailed Instructions for Provenance based on the selected "value":
- If "value" is “TP’:

1. Carefully compare the response with the context.

2. Identify and extract the key segments from both the response and
the context that align perfectly.

3. Format the provenance as follows:

- ‘response: "[Extracted segment from the response that matches the
context]"’

- ‘context: "[Corresponding segment(s) from the context]
- If "value" is ‘FP’:

1. Review the response thoroughly to identify parts that are incorrect
or not present in the context.

2. Format the provenance as follows:

- ‘response: "[Incorrect or unsupported segment from the response]
- ‘context: "[The closest matching part from the context, or indicate
‘No corresponding information in context’ if none exists]"’

- If "value" is FN’:

1. Examine the context to find essential information that is present
but omitted in the response.

2. Format the provenance as follows:

- ‘response: "[The entire response]"’

- ‘context: "[Relevant segment from the context that should have been
matched]"’

Guidelines:

- In all cases, ensure the provenance provided is clear, concise, and
directly supports the selected "value".

- The provenance should be an exact match or a direct comparison
between the response and the context, following the formatting rules
strictly.

"

"

B Evaluation Module Prompts

This following blocks give the preamble of the evaluation prompt
used in Eval. LLM. It defines the Value, the Rationale, and the
Provenance for the Eval. LLM.

Evaluation Module

Value prompt

- Description: This attribute represents the accuracy of the response
based on the provided context about the CVE-ID.

- Allowed Values:

- ‘TP’ (True Positive): The response fully and accurately reflects the
information in the context.

- ‘FP’ (False Positive): The response contains inaccurate or incorrect
information that are not supported by the context.

- EN’ (False Negative): The response omits information that is present
in the context.

- Requirements:

- Must strictly be one of the allowed values: ‘TP, ‘FP’, or FN".

- The selection must be based on an objective comparison between
the response and the context.

- Must follow the guidelines for Provenance.

Rationale prompt
- Description: This attribute provides the reasoning behind the se-
lected "value" for the evaluation of the response.

C Examples contrasting Prompt-only vs.
ProveRAG

This section gives two additional examples; the first one is generated
with Prompt-Only experiment, and the second is generated via
ProveRAG-Aqua:

For the CVE-2024-0338 (the Prompt-Only experiment), the system
generated a "FP" prediction, clearly illustrating a case of hallucina-
tion by the LLM. This is expected, as the CVE was disclosed in 2024,
after the training data cutoff of the gpt-40-mini model (October
2023). The provided metrics correspond to the values shown in
Figure 3, reflecting this prediction.

For the CVE-2024-26029 (the ProveRAG-Aqua experiment), it is
a “TP” prediction for exploitation information. The rationale and
provenance fully support the selected value of ProveRAG. High
Rouge-L and Cosine Similarity scores indicate strong alignment
between the generated response and the supporting evidence. These
metrics correspond to the values presented in Figure 3.



CVE-2024-0338 — Classic Buffer Overflow

CVE-2024-26029 — Improper Access Control

Exploitation Information

value: ‘FP”,

rationale: The response inaccurately describes the exploitation of
CVE-2024-0338. It mentions a general process of exploitation involv-
ing a flaw in the system, but it fails to specify that this particular
vulnerability is a buffer overflow in XAMPP, which allows arbitrary
code execution through a long file debug argument. The response
does not accurately reflect the specific nature of the vulnerability as
described in the context.

provenance:

response: CVE-2024-0338 is a vulnerability that allows attackers
to exploit a flaw in the system, potentially leading to unauthorized
access or data manipulation.

context: A buffer overflow vulnerability has been found in XAMPP
affecting version 8.2.4 and earlier. An attacker could execute arbitrary
code through a long file debug argument that controls the Structured
Exception Handler (SEH).

Metrics:

Cosine Similarity: 0.4075, ROUGE-L: 0.1695

Exploitation Information

value: “TP”,

rationale: The response accurately reflects the information provided
in the context regarding CVE-2024-26029. It correctly identifies the
vulnerability as an Improper Access Control issue affecting Adobe
Experience Manager versions 6.5.20 and earlier, and describes the
exploitation method and consequences in a manner consistent with
the context.

provenance:

response: CVE-2024-26029 is an Improper Access Control vulnerabil-
ity affecting Adobe Experience Manager versions 6.5.20 and earlier.
This vulnerability allows attackers to bypass security measures and
gain unauthorized access to sensitive information without requiring
user interaction.

context: Adobe Experience Manager versions 6.5.20 and earlier are
affected by an Improper Access Control vulnerability that could
result in a Security feature bypass. An attacker could leverage this
vulnerability to bypass security measures and gain unauthorized
access. Exploitation of this issue does not require user interaction.
Retrieved URLs:

nvd.nist.gov, avd.aquasec.com

Metrics:

Cosine Similarity: 0.8250, ROUGE-L: 0.5116
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